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Abstract

The paper! describes a possible treatment of data sharing in alarge network of users. The mathemati-
cal model is based on weighted hypergraphs whose nodes and edges denote the users and their relations,
respectively. ltsflexibility guarantees to have basic relations between users robust under frequent changes
in the network connections. Approach copes with the communication/computing issues from different
point of view based on a structure evolution and its further optimization in sense of keeping the parallel
space and time complexities low. Although the idea is aimed to the field of mobile computing, it can
be generalized in straightforward way to other similar environment. An experimental application is also
proposed and discussed in the paper.

1. Introduction

The am of the paper is to present a consistent model of a reconfigurable network with a distributed ma-
nagement useful for representing security and other relationships among users and their groups. By the
consistency of the model we mean that the internal structure of the network must not degenerate over time
to its limiting cases. small number of very large groups, or large number of small groups. In other words,
our model has to have a feedback related to the fragmentation of the network into subnetworks. This we
will achieve by careful use of our mathematical model, related agorithms, and implementational details.

The mobile computing area (see Figure 1) is faced by some natural limits like small bandwidth, battery
power, and also by the needs of communication and computation flexibility [2],[3],[4]. While we can still
expect rapid improvementsin the areas of these limitations, an important question is the security of wireless
networks [5]. In recent years there has been a strong progress in development of coding and cryptography
which allow to have pretty secure individual transmissions. On the other hand, the security on a higher
level of abstraction is still an open question and has to be addressed [6],[7],[8]. Namely, it is important
to have tools for defining, evaluating, and maintaining concepts of group securities. This assumes creating
an infrastructure of a network where users are restructured into smaller units (groups), and they take into
account these relations in their communication [9],[10].

This paper proposes a full model which can handle security issues in mobile networks which can be dy-
namically evolving, or frequently reconfigured. Its mathematical basis form weighted hypergraphs. Edge

1The work was partially supported by the project 1ET100300419 of the Program Information Society (of the Thematic Program 11
of the National Research Program of the Czech Republic) “Intelligent Models, Algorithms, Methods and Tools for the Semantic Web
Realisation”.
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Figure 1: Mobile Database Architecture

and vertex weights can express most practical situations related to users (vertices) and relationships (hy-
peredges). By the term practical situations we mean not only group security issues but also possible ge-
neralizations. Network reconfigurations induce new hypergraph weights. We propose algorithms for local
modification of weights. This is important for distributed runs of the algorithms. The choice of the algo-
rithms guarantees that the model will not degenerate to a steady-state limiting case with too many or too
little groups. Dynamic changes in the hypergraph model can be implemented using standard tools from
numerical linear algebra[15].

The paper is organized as follows. Section 2 describes the mathematical model. Basic operations on under-
lying structure are proposed in Section 3. Section 4 is devoted to application of the model and the following
section 5 is sharply aimed to make a brief overview on the real implementation of proposed algorithms. The
paper finishes by some conclusions.

2. Mathematical Model

Our mathematical model is based on weighted hypergraphs with general real weights. Note that in many
cases we will use integer weights only. In the following we will introduce some basic terminology.

The weighted hypergraph is a generalization of the concept of weighted graph which allows edgesincident
to more than two vertices. Formally, hypergraph H is a quadruple (V, E, Wy, Wg), where V' is its set of
vertices, E € 2V isits edge set, and Wy and W present vertex and edge weights, respectively. That is,
the weights are mappings from V' and E to the set of reals, respectively. For simplicity, we will consider
V ={1,...,n}. Notethat in some applications the incidence of vertices and edges is explicitly expressed
by so-called vertex and edge connectors [11]. Here we prefer the classical definition [12] given above
which is suitable for our purposes. Most of the important concepts from graphs can be easily generalized
to hypergraphs. Here we will mention only some of them. The weights may express further properties of
graphs and hypergraphs, in addition to their connections. For instance, they can express quality or priority
of communication, cost issues, efficiency of evaluationsin individual vertices. As we will emphasize |ater,
in our application related to security in networks, the vertex weights will express reliability of users, and
edge weights correspond to security of vertex connections.
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3. Basic Operations on Hypergraphs and Related Data Structures

This section is devoted to a brief overview of basic operations used in our application, and underlying data
structures. Note that application-related issues will be treated | ater.

A basic assumption of the mobile computing and/or communication is that the whole hypergraph model is
not centralized but distributed. In addition to global network properties we need to store most of the data
locally, or in close neighborhood of vertices. Small to medium grids may assume that individual vertices
store: & vertex related information, b/ their adjacency sets ¢/ weights of incident (hyper)edges depending
on the size of their local memories. If the local memory allows it, they may store also more levels of infor-
mation. They can store vertices and edges up to their k-adjacenciesfor some k >= 1 which iswhat we will
assume. Larger grids may need a domain-based distribution [13] for faster execution/communication even
if thelocal memories are relatively large. Specific vertices (group leaders) contain all relevant information
on weights and incidences for whole domains. In our implementation they correspond to meta-vertices, i.e.
seed vertices of meta-associations related to groups of users. The following text describes some application
related issues which help to reflect specific model features.

4. Application

A crucial assumption is that the application is distributed. That is, the representation and the updates must
be implemented with respect to this. Therefore, al the proposed ideas have to keep the parallel space and
time complexity low.

4.1. Group representation

Two extremal types of distributed representation of groups (subgraphs) are asfollows. First, a user (notethat
auser is equivalent to avertex in the application section) stores all information (connections, edge weights)
related only to its adjacency set (set of al its neighbors). In this case, communication with neighbors has
time complexity O(1), space complexity is small, but overall communication with distant neighbors might
be expensive. Second, users can store more levels of neighbors (for the concept of levelsin graphswhich can
be easily generalized to hypergraphssee [14]). That isinformation on neighbors of neighbors can be stored,
and so on. Using more explicit representation of more distant vertices decreases average time complexity to
communicate with other users but (local) space complexity may be rather high. Complexities are described
more in detail in section 4.5. Our representation is a hierarchical with more layers of hierarchy. The base
layer isformed by standard users. Each group has a representant that is responsible for group management
called a Group leader (GL). This vertex is also responsible for communication support to other groups.
The group leaders form the enhanced layer of users. Communication is allowed only between nodes on
the same level or to one level deeper. This combines advantages of both extremal possibilities. The vertices
are members of groups which dynamically evolve depending on changes in vertex and edge hypergraph
weights. A group joining process is managed by a special node, called Group Gate (GG).

An important assumption for distribution of vertices into groupsis that strong hypergraph componentswill
be a part of the same group. That is, the connections among vertices form an acyclic hypergraph.

4.2. Edge evaluation

Up to now we have explained the role of vertex weights. Edge weights are the basi s of the dynamic behavior
of the network of users. In other words, by their appropriate eval uations and reeval uations the network thus
gets its Social Network Property, i.e. the ability to describe social relationships in terms of a weighted
hypergraph model. Consequently, in this subsection we will present a consistent set of rules and algorithms
which do represent consistent static and dynamic properties of a secure network. The fact that an edge has
ahigh weight we will equivalently call that the connected vertices (users) have a good mutual relationship.
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4.2.1 Edges’ evaluation rules: Here we will describe possible cases which force evaluation and
reevaluation of hypergraph edges. The procedures can be applied in all layers of vertices of a hierarchical
model but we will not distinguish this here. Although we have taken into consideration full spectrum of

Figure 2: Four possible cases.

possible modifications in edge reevaluation and addition, one which worths mentioning here is a case de-
picted in Figure 2. A newly added edge is plotted in a dotted line. When the edge has been added into the
structure its weight might by in imbalance with the old ones (Figure 2 d)). If so thereis a need to do some
reevaluation that will preserve the weights in the consistent state. A possible approach is to decrease the
weight between vertices 1 and 3 to the weight of edge 1-2. Another possibility is to giveto al verticesin
the cycle their average value. The decision can be made automatically based on user trigger (see section
4.4) or chosen by involved users.

Once edge has been re-evaluated, it might cause some other re-eval uations. Consequently, this might result
in huge computational overhead. In cases @), b), and c) we do insist that the further re-evaluation is not
necessary. On the other hand, in d) thisis not longer true. Because of imbalance in edges weights (namely
edges 1-2, 1-3), re-evaluation has to be doneto preserve security properties of the structure based on mutual
relationships. When the new edge has weight 6, the weights of edges (1-2, 1-3) must be re-evaluated. Once
the weights were changed we are done since we get case @) or ).

4.3. Optimization and self-monitoring

We will introduce two important terms graph condensation and graph expansion. The graph condensation
means representing groups of nodes by a single item. It frequently occurs when new nodes and/or new
edges are added as shown in the previous Section 4.2.1.

Graph expansion will be performed if agroup of usersfulfills | K| > § | K 4.4, where

| K| is the component size, § is anon-negativereal number, and | K .4/ iS the average size of al groups of
usersin the structure. In this case, the component is too big and cannot be efficiently managed, and a graph
expansion is initiated. It divides the group into a set of smaller ones. For each newly created component a
GL isfound and necessary data structures are set up as mentioned in section 4.2.1.

For optimization and diagnosing purposes, additional parameters are defined. The one which is worth men-
tioning here is a time stamp that stores the last moment when the edge was used. It helps to evaluate an
importance of the edge. At specified time moments, the group leader runs a program structure Trigger
(see section 4.4) to get a difference between the time stamp and the real time, given as Time Diff =
Time_Stamp — Actual_time. If the size of Time_Dif f is too small (with respect to a threshold), the
edgeis deleted.

PhD Conference’ 05 4 ICS Prague



4.4. Triggers

Our implementation makes use of triggers in order to evaluate and reevaluate the role of users in the ne-
twork. Infact, thisisaglobal communicating mechanism which keeps the overall consistency of our distri-
buted model. The most important role of triggersisto check whether the users’ weights (vertex weights) and
weights of their connections (edges and hyperedges) are consistent. In our case, whether they expressa con-
sistent model with weighted securities of users and their connections. On a scheduled trigger the structureis
inspected. Group leader issues an optimization message, which propagates through the structure and users
optimize their adjecent sets in the terms of space utilization and computation load. An on event trigger is
run whenever a new edge has been added into the structure. The action is reported to the corresponding GL
by an information message.

Anon user request trigger isaway how auser can influence the hypergraph structure more globally. A user
can predefine some actions which should be treated differently then defined for the whole group. Another
reason to start this trigger may be the need to modify asset numbers of some of users which influence the
user. In the other words it enables a personalization in the structure.

4.5. Sharing

This subsection explains some issues concerning sharing and communication among users. Communication
is done through message interchanging. The target user id is the unique group identifier of the user that is
asked for data. Second value identifies the data demander. Demander asset number and edge’s weight are
aso included. Thelink type cell holds information either it is transitive or direct, over-board or inter-group
link respectively.

As given above, each user may store up to k level of adjacent neighbors. Clearly, if £ = 1 then the commu-
nication complexity
2xd(K), @

where d(K) is a diameter of the group K (which may consist of more components of the acyclic hyper-
graph). Space complexity is

|E| = Z dout(i)- (2)
If k = 2, communicationload is
d(K) ()
and space complexity is
El= > dow™ dous. (4)
(i.1)EE(K)

Each user has a sharing value set for sharing data. In our case, we use an integer value denoting a threshold
under which sharing information with other usersis rejected.

The following three rules controlling the sharing feature are defined in our implementation. The first rule
is called Direct. It is useful in cases where data sharing is requested by users from an adjacent set. In
such case direct connection weight and user’s asset number are taken and compared to sharing value. The
second rule will be called friend-of-my-friend. In such case there were no direct connections between users
marked 1 and n. Therefore the message was released and users were forwarding it since the destination,
user n, was found. Consequently the minimal edge’s weight of all possible paths is taken and compared to
sharing threshold. The third rule we call the over-border rule. Thisruleis based on the communication via
appropriate group leaders. This procedure offers a possibility to join groups with common interests from
different groups.

4.6. Security questions

Up to now we have discussed mostly mathematical and technical questions of a network of users. There
are some global security questions which should be satisfied by any useful model. One of the biggest threat
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in security area is misapplication of private information (e.g. credit card number, personal identification
number). Namely, if some secure information have been stolen from their proper holder, it can be con-
sequently misused. Potential damages can be minimized by atime stamp validation. Since time stamps and
invalidation times are part of GIN, both the proper user and the group leader/gate know time of the GIN
invalidation. Further, the proper user and group leader/gate expect the time of the GIN invalidation and they
also anticipate issue of anew GIN. Therefore only very rarely a user with stolen GIN, would try to access
group with invalid GIN and can be easy revealed. The main question, which still remains, is how to treat
with the GIN misuse whileit is still valid? A possible solution lies in the underlying hypergraph structure.
The structure is under continual evolution and it is optimized on every question issued by a group member
(see section 4.3). Therefore the structure reflects favorite relationships between users. An example would
be a good way to make it clear. Assumethat a user stole a GIN and he/she is about to download as most as
she/he could till the stolen GIN become invalid. In such case the “bad” user would ask as many group par-
ticipant as he/she could and would demand data. The hypergraph structure - however, reveal s such misuser
very quickly. Once a group member behavior is found very different from its standard behavior, the user is
disconnected from the network and a new GIN is consequently issued to the proper user. The time stamp
validation time and the behavior check based on the underlying graph structure will significantly improve
security issues.

5. Experimental Implementation

As the precedent was manly devoted to theoretical issues related to communication/computing in the large
network of users, the implementation section makesthe proposalsalive. While the target environment might
changealot, aswas mentioned earlier, an experimental application, called SECMOBILE, must be designed
and created with respect to this. ANSI C language offers us a great opportunity to re-use existing imple-
mentations of both numerical and distributed computing paradigm with very optimized code as an imported
DLL. Although the application is currently written as a console application without any graphic interface,
in the future it will be given by a user friendly one.

The aim of the experimental application is to prove the correctness of the proposed algorithms and refine
them if necessary. By the prove we will consider behavior of the network to not degenerate into one of the
limiting cases; many groups consisting only one node; or few groups covering al nodes.

The implementation is based on a dynamic system of structures describing non zero values in the “adja-
cency” matrix. Adding new edges and vertices into the existing structure is maintained through binary or
text files. Text files are designed in CSV fashion with a space separator. Since the structure should reflex
usua behavior of users, creating such network cannot be held by random generation of nodes and/or verti-
ces. Aninput file should be well formed taking into consideration “ probable behavior” of a user.

While the proposed methodology keeps into consideration the complete spectrum of possibilities, the ex-
perimental application employs only a part. Its target is a structure creation and related operations. Higher
levels of abstraction (e.g. sharing, user invitation process) will be considered and added consequently.

6. Conclusions

The paper dealswith the security issues from aviewpoint of adistributed and self-evolving application. The
design is mathematically sound being based on the weighted hypergraph model. The low level algorithms
use supernode merging and splitting which was implemented in numerical linear algebra. The model isdis-
tributed and the local space and time complexitiesare very low. We discusses the relation among graph items
and real-world application. The most important question whether the model can be consistently developed
and model secure communication among users and their groups was answered positively in our implemen-
tation. Although we explained the model in the environment of mobile computing and communication, it
can be easily generalized for some other application areas.
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