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Jan Onderka, Institute of Computer Science, Czech Academy of Sciences:

Abstraction-Based Machine-Code Program Verification.

Formal verification of programs in their binary machine-code representation can be used to prove
or disprove low-level properties not verifiable using source code, such as correct manipulation of
processor peripherals or the maximal used program stack size. While machine-code verification has
been problematic due to the diversity of processor architectures and loss of higher-level
information in machine code, | present a general verification solution based on model checking
with an Input-based Three-valued Abstraction Refinement framework, applicable to arbitrary mu-
calculus properties and digital systems expressible as Finite-State Machines. | introduce a free and
open-source tool machine-check (https://machine-check.org) that instantiates the framework for
Computation Tree Logic properties and digital systems described in a subset of the Rust
programming language. We show and discuss its ability to verify properties of machine-code
programs for the ATmega328P microcontroller, finding a previously unknown bug in one of the
evaluated programs.
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Jan Onderka (https://onderjan.net) is a formal verification researcher focusing on verification of
machine-code programs, supported by his background in digital system design and electrical
engineering. He is employed at the Institute of Computer Science, Czech Academy of Sciences, and
is a doctoral candidate at the Faculty of Information Technology, Czech Technical University (CTU)
in Prague.

HORA INFORMATICAE (meaning: TIME FOR INFORMATICS) is a broad-spectrum scientific seminar
devoted to all core areas of computer science and its interdisciplinary interfaces with other
sciences and applied domains. Original contributions addressing classical and emerging topics are
welcome. Founded by Jifi Wiedermann, the seminar is running since 1994 at the Institute of
Computer Science of the Czech Academy of Sciences in Prague.
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