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Abstract

We present a theoretical study of the robustness of parameterized neural net-
works to random input perturbations. Speci�cally, we analyze local robustness
by quantifying the probability that a random L2-perturbation of a given input
results in a correct classi�cation. For deep ReLU networks, we derive lower
bounds on local robustness by combining tools from high-dimensional geome-
try, in particular concentration of measure, with a new characterization of the
geometric structure induced by their input-output functions. We prove that
each convex polyhedral region in the partition of the input space induced by a
ReLU network has at most as many faces as there are network units, regardless
of the network depth or architecture. This geometric property serves as the key
ingredient in our robustness analysis. Finally, we analyze how local robustness
scales with the input dimension and characterize the sets of inputs whose neigh-
borhoods are most likely to contain adversarial examples. We show that the
width of neighborhoods of the decision boundaries containing vulnerable points
shrinks rapidly with the increasing dimension and increases only logarithmi-
cally with the number of network units. We also discuss the volume of a set
of vulnerable points in terms of approximately space-�lling shapes of decision
boundaries.

Keywords: Robustness of networks to input perturbations; Probability of
misclassi�cation; Adversarial patterns; Deep ReLU networks;
High-dimensional geometry.

1. Introduction

The reliability of AI systems based on neural networks is crucial for their
practical applicability. In particular, it is desirable that networks maintain
their intended functionality even when exposed to changes or variations in their
inputs. The susceptibility of parameterized networks to input perturbations
has been observed in various cases caused either by corruption of data (due to
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errors or noise) or by intentionally crafted perturbations. Szegedy et al. [1]
initiated a study of imperceptible perturbations to test images leading to their
misclassi�cation. They called such images adversarial and conjectured that

�the set of adversarial negatives is of extremely low probability, and thus is
never (or rarely) observed in the test set, yet it is dense (much like the rational
numbers), and so it is found near virtually every test case."

The discovery of neural network vulnerability led to extensive research on
algorithms constructing adversarial patterns that networks misclassify despite
their indistinguishability from the training patterns (see [2] and references therein),
�nding minimal adversarial distortion for ReLU networks [3], and methods of
defense against adversarial attacks (see, e.g., [4, 5]) and robustness of ReLU
training for simultaneous robustness to all Lp perturbations [6]. Theoretical
studies of adversarial patterns have mostly focused on characterization of the
smallest additive perturbations that can change the outputs [7], on comparing
the in�uence of the worst-case and average perturbations [5], and in�uence of
Lipschitz continuity on robustness [8].

In this paper, we study the L2-robustness of parameterized neural networks
(either trained or randomly initialized) from a probabilistic perspective. We
introduce the concept of local robustness at an input x with respect to a precision
parameter r de�ned as the probability that the network classi�es correctly an
input obtained by applying an additive random perturbation of magnitude r
to x. Such perturbed images remain within a Euclidean distance r from the
original. For su�ciently small values of r, perturbed images are likely to be
indistinguishable to the human eye from the training image.

Neural networks typically process data represented as high-dimensional vec-
tors. Geometry of high-dimensional spaces exhibits some counterintuitive prop-
erties, called the �blessing of dimensionality� [9, 10, 11, 12], which make some
tasks easier or predictable. These bene�ts of high-dimension are based on
the �concentration of measure phenomenon" [13, 14, 15], which implies, e.g.,
the concentration of the volume and the surface of high-dimensional spheres
[16], the reduction of dimensionality by random projections [17], and the ex-
ponential growth of the quasi-orthogonal dimension [18]. High-dimensional
geometry also a�ects functionality and accuracy of neural networks (see e.g.,
[19, 20, 21, 22, 23]).

In this work, we investigate how input dimensionality in�uences the local
robustness of parameterized deep ReLU networks. We derive probabilistic lower
bounds on their local robustness in x ∈ Rd in terms of the input dimension, the
total number of units, and the distance of x from the boundary of the partition
induced by a ReLU network on the input space. We show that the lower bounds
on robustness at inputs in Rd that are not in a close neighborhood of the decision
boundary grow rapidly with increasing input dimensionality d, while exhibiting
only a mild decrease with respect to the total number of units, independently
of how these units are distributed across layers.

Our theoretical analysis is based on characterizing the geometric complexity
of the sets of input-output functions of deep ReLU networks, exploiting their
piecewise-linear, plane-wave structure. We prove that a key structural property

3



of the partitions induced by ReLU networks is that each region has only a �small�
number of faces, bounded above by the total number of network units. By com-
bining this characterization with concentration phenomena in high-dimensional
geometry, we derive probabilistic lower bounds on local robustness. Our esti-
mates characterize neighborhoods of decision boundaries in which inputs are
more likely to be vulnerable to random L2 perturbations. We further investi-
gate how the size of these neighborhoods scales with the input dimension and
the total number of network units.

The remainder of the paper is organized as follows. Section 2 introduces the
necessary background, notation, and preliminary concepts. Section 3 develops a
probabilistic framework for analyzing robustness to misclassi�cation caused by
random additive perturbations. Within this framework, we �rst illustrate the
fundamental role of data dimensionality using the example of classi�cation by a
single Heaviside perceptron, and then extend the probabilistic misclassi�cation
bounds to shallow perceptron networks. Section 4 includes structural analysis
of sets of input-output functions of deep ReLU networks and exploits it to
derive our main results on their robustness and analyze them. Finally, Section 5
concludes with a summary and discussion of the consequences of our results for
the hypothesis of Szegedy et. al [1] that motivated our work.

2. Preliminaries

Feedforward networks compute parameterized families of input-output (I/O)
functions determined by directed acyclic graphs, where nodes represent compu-
tational units and edges represent connections between them. In multilayer
networks, units are arranged in layers, inputs in X ⊂ Rd are viewed as the layer
0, layers l = 1, . . . , L− 1 are called hidden layers, and the number of layers L is
called the network depth. In this paper, we focus on networks where connections
to any layer are only from the preceding layer, and where the L-th layer contains
only one output unit.

Typical computational units apply a �xed activation function ψ : R → R to
a�ne functions with varying parameters. The units compute functions of the
form

ψ(v · .+ b) : Rd → R,

where v ∈ Rd is called a weight vector, b ∈ R a bias, and

v · x =

d∑︂
i=1

vixi

denotes the scalar product. These units have been called perceptrons because
their form was inspired by a naive model of a neuron with hard (Heaviside,
signum) or soft (hyperbolic tangent, logistic sigmoid) threshold functions as
activations. Currently, the most popular activation function is the recti�ed
linear function (ReLU) function due to its suitability for gradient-based learning.
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We denote by ϑ : R → {0, 1} the Heaviside function

ϑ(t) = 0 for t ≤ 0 ϑ(t) = 1 for t > 0,

by ρ : R → R the recti�ed linear function

ρ(t) = 0 for t ≤ 0 ρ(t) = t for t > 0,

and for v ∈ Sd−1 and b ∈ R, by

Hv,b := {x ∈ Rd | v · x+ b = 0}

the hyperplane determined by v and b.
For our study, it is essential that functions computed by perceptrons with

any activation function have the form of plane waves. They are constant on
hyperplanes parallel to Hv,b. We denote

H−
v,b := {x ∈ Rd | v · x+ b ≤ 0}

H+
v,b := {x ∈ Rd | v · x+ b > 0}

the two half-spaces separated by Hv,b. Note that we de�ne the half-spaces in
such a way that the hyperplane Hv,b is contained in the half-space H−

v,b , so H
−
v,b

is closed and H+
v,b is open. The reason is that the function ρ is equal to zero on

the half-line (∞, 0]. Thus Rd = H+
v,b ∪H

−
v,b is a genuine partition.

For x ∈ Rd, we denote by pHv,b
(x) the orthogonal projection of x onto Hv,b

and for H ⊂ Rd and x ∈ Rd,

∥x−H∥2 := inf
z∈H

∥x− z∥2

the Euclidean distance of x from H, by Sd−1
r (x) the sphere in Rd of radius r

centered at x, and by Sd−1 := Sd−1
1 (0) the unit sphere centered at 0.

We denote by

N := N (vl,j , bl,j , j = 1, . . . , nl, l = 1, . . . , L− 1, vL, bL) (1)

the parameterized L-layer network, where each of the layers l = 1, . . . , L − 1
contains nl perceptrons with ReLU activations and parameters vl,j , bl,j , and the
layer L contains one Heaviside perceptron computing ϑ(vL · yL−1 + bL), where
yL−1 = (yL−1,1, . . . , yL−1,nL−1

) ∈ RnL−1 is the vector of outputs of nL−1 units
in the (L− 1)-st layer, and by

fN : Rd → {0, 1}

the input-output (I/O) function of the network N .
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Figure 1: Spherical polar cap.

3. Probabilistic approach to robustness

For a parameterized network N (with parameters obtained by training or
set randomly) that computes an I/O function fN , and for an input x ∈ Rd, we
study the local robustness of N at x in probabilistic terms. We assume that x
is modi�ed by an additive random perturbation ξ of a given size r, formally, by
ξ drawn from the sphere Sd−1

r (x) according to the uniform probability P. The
Euclidean distance between x and x + ξ is r, and therefore for small r, in the
case of images, these two inputs might be indistinguishable.

We measure robustness of a parameterized networkN by the probability that
fN maps x+ ξ to the same class as x. Formally, we de�ne the local robustness
of N at x to perturbations of the size r as

R(fN , x, r) := P[ fN (x+ ξ) = fN (x) ]. (2)

To gain insight into the robustness of networks computing plane waves, we
begin with the simplest case: a single Heaviside perceptron. Let

f(x) := ϑ(v · x+ b)

be the I/O function of a parameterized perceptron with parameters v ∈ Rd and
b ∈ R, and X ⊂ Rd be the domain of its inputs.

Our probabilistic lower bound on its robustness relies on a counterintuitive
geometric phenomenon in high dimensions: the fraction of the d-dimensional
sphere occupied by a polar cap of �xed angular radius decreases exponentially
fast with d (see Fig. 1).

Theorem 3.1. Let f : Rd → {0, 1}, de�ned as f(x) = ϑ(v · x + b), be an
I/O function of a perceptron with the Heaviside activation ϑ, r > 0 be a size
of a perturbation. Then for every x ∈ Rd, a(x) = ∥p(x) − x∥2, where p(x) is
the orthogonal projection of x on the hyperplane Hv,b,and ξ drawn uniformly
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randomly from Sd−1
r (x), we have:

(i) for 0 < a(x) ≤ r,

R(f, x, r) := P[f(x) = f(x+ ξ)] > 1− e−
a(x)2d

2r2 ;

(ii) for a(x) = 0,

R(f, x, r) := P[(f(x) = f(x+ ξ)] = 1/2;

(iii) for r < a(x),

R(f, x, r) := P[f(x) = f(x+ ξ)] = 1.

Proof. For y ∈ Sd−1 and α ∈ (0, π/2), let

C(y, α) := {z ∈ Sd−1 | z · y ≥ cosα}

denotes the spherical polar cap formed by the vectors from the sphere Sd−1 with
the angular distance to y at most α (see Fig. 1). Let µ denote the normalized
Lebesgue measure on Sd−1, then for every y ∈ Sd−1 and every α ∈ (0, π/2), the
polar cap C(y, α) satis�es

µ(C(y, α)) ≤ e−
(cosα)2 d

2 (3)

(see, e.g., [16, Lemma 2.2., p.11]).
Rescaling and translating Sd−1

r (x) to Sd−1, we obtain from (3) for every
y ∈ Sd−1

r (x),

µr{ξ ∈ Sd−1
r (x)

⃓⃓⃓
|(x+ ξ) · y| ≥ cosα} ≤ e−

(cosα)2 d
2 , (4)

where µr denotes the normalized Lebesgue measure on Sd−1
r (x) .

(i) If 0 < a(x) < r, then the perturbed input x+ξ is separated from x by the

hyperplane Hv,b if it is in the polar cap on Sd−1
r (x) centered at y = x+ r p(x)−x

a(x)

with the angle α(x) such that cosα(x) = a(x)
r (see Fig. 2). Thus from (4), we

get for ξ drawn uniformly from Sd−1
r (x)

P[ξ ∈ Sd−1
r (x) | f(x+ ξ) ̸= f(x)] ≤ e−

a(x)2 d

2r2 .

(ii) If a(x) = 0, then x ∈ Hv,b and thus the probability P[x + ξ ∈ H−
v,b] =

P[x+ ξ ∈ H+
v,b] = 1/2.

(iii) If r < a(x), then both x and x+ξ are in the same open half-space separated
by Hv,b. 2

Theorem 3.1 analyses the local robustness at inputs in dependence on their
distance from the hyperplane Hv,b, the input dimension d, and perturbation
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Figure 2: Area of perturbed patterns separated from x by a hyperplane.

size r. The cases (ii), when the original input x is farther from Hv,b than the
size of perturbation r, and (iii), when its distance from Hv,b is equal to r, are
obvious. In these two cases, the local robustness at x does not depend on the
input dimension d.

Only the case (i), when the distance from the hyperplane Hv,b is smaller
than r, is substantive. The probability that a Heaviside perceptron correctly
classi�es a slightly perturbed pattern - lying at Euclidean distance r from the
original pattern - is at least

1− e−
a(x)2 d

2r2 . (5)

Thus the larger the quantity a(x)2d relative to 2r2, the more robust the net-
work is at x. The lower bound (5) demonstrates the bene�cial e�ect of input
dimensionality on the robustness of a Heaviside perceptron.

As a straightforward corollary of Theorem 3.1, we obtain the following prob-
abilistic bound on the robustness of a shallow network with n Heaviside percep-
trons.

Corollary 3.2. Let f(x) =
∑︁n

i=1 wiϑ(vi · x + bi) : Rd → R , where vi ∈ Rd,
bi ∈ R, i = 1, . . . , n, be an I/O function of a parameterized shallow network with
n Heaviside perceptrons, H =

⋃︁n
i=1Hvi,bi , and r > 0 be a size of a perturbation.

Then for every x ∈ Rd \H and ξ drawn uniformly randomly from Sd−1
r (x), we

have

R(f, x, r) := P[f(x) = f(x+ ξ)] ≥ 1− n e−
a(x)2 d

2r2 ,

where a(x) = min{ai(x) | i = 1, . . . , n}, ai(x) = ∥x − pi(x)∥2, and pi(x) is the
orthogonal projection of x on Hvi,bi for i = 1, . . . , n

Corollary 3.2 shows that the local robustness at almost all inputs in Rd (up
to a set H of the Lebesgue measure zero) of a shallow Heaviside perceptron
network increases rapidly with the input dimension, provided that the number

of network units n does not dominate the term e−
a(x)2 d

2r2 (see Fig. 3). For
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Figure 3: Robustness of a shallow Heaviside perceptron network

example, this condition is satis�ed when the number of network units grows
polynomially with d.

4. Robustness of deep ReLU networks

To extend our probabilistic estimates of local robustness to deep ReLU net-
works, we �rst show that their I/O functions partition the input domain into
polyhedral regions (or convex in case of unbounded ones), each with only a
�small� number of faces. The following theorem establishes that the number of
faces bounding any individual region is at most the total number of network
units. In contrast to the number of regions, which may grow exponentially with
network depth, this upper bound holds regardless of network depth and unit
arrangement across layers.

Theorem 4.1. Let N (vl,j , bl,j , j = 1, . . . , nl, l = 1, . . . , L − 1, vL, bL) be a pa-
rameterized network with L layers, where the layers l = 1, . . . , L − 1 contain
nl ReLU units with parameters vl,j , bl,j, j = 1, . . . , nl, nL = 1, the single
unit in the L-th layer is the Heaviside perceptron with parameters vL, bL, and
n =

∑︁L
l=1 nl denotes the total number of the network units. Then the I/O func-

tion fN : Rd → {0, 1} of N is piecewise constant on a partition of Rd into
convex subsets, such that each of them has at most n faces, and each face is
contained in a hyperplane.

Proof. For each layer l = 1, . . . , L − 1, let fl : Rd → Rnl denote the function
fl : Rd → Rnl de�ned as

fl(x) = yl(x) = (yl,1(x), . . . , yl,nl
(x)) ∈ Rnl ,

where yl(x) is the output vector of the l-th layer.
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To obtain the partition, for each x∗ ∈ Rd, we construct a convex set DL(x
∗),

on which the I/O function fN is constant, and then identify those sets DL(x
∗)

and DL(x̄
∗) that coincide.

We built the set DL(x
∗) recursively from a sequence of nested convex subsets

{Dl(x
∗) | l = 1, . . . , L} of Rd, that all contain x∗. We construct them together

with L families of hyperplanes

Hl = {Hwk,j ,ck,j
| k = 1, . . . , l, j = 1, . . . , nk}, l = 1, . . . L,

such that the faces of each of Dl(x
∗) , l = 1, . . . , L, are formed by subsets of the

hyperplanes {Hwk,j ,ck,j
| k = 1, . . . , l, j = 1, . . . , nl}.

We start with the �rst layer l = 1. We set w1,j = v1,j and c1,j = b1,j for all
j = 1, . . . , n1 and de�ne

D1(x
∗) =

n1⋂︂
j=1

Hι1
w1,j ,c1,j ,

where ι1 is either + or − depending on whether x∗ ∈ H+
w1,j ,c1,j or x

∗ ∈ H−
w1,j ,c1,j .

The function f1 : Rd → Rn1 , that maps input x ∈ Rd to the output vector of
the 1-st hidden layer, satis�es for every j = 1, . . . , n1,

f1(x)j = y1,j(x) = ρ(w1,j · x+ c1,j).

Denoting
J+
1 = {j ∈ {1, . . . , n1} |x∗ ∈ H+

w1,j ,c1,j}

and
J−
1 = {j ∈ {1, . . . , n1} |x∗ ∈ H−

w1,j ,c1,j},

we get for every x ∈ D1(x
∗, )

f1(x)j = y1,j(x) = w1,j · x+ c1,j when j ∈ J+
1

and f1(x)j = y1,j(x) = 0 when j ∈ J−
1 .

So, D1(x
∗) is convex, its boundaries are formed by subsets of at most n1 hyper-

planes Hw1,j ,c1,j , j = 1, . . . , n1, and on D1(x
∗), the functions f1(x)j = y1,j(x),

j = 1, . . . , n1, are a�ne or equal to zero.
Assuming that we have Dl−1(x

∗) together with the family of hyperplanes
Hl−1 = {Hwl−1,j ,cl−1,j

, j = 1, . . . , nl−1}, we construct a family of hyperplanes

Hl = {Hwl,k,cl,k , k = 1, . . . , nl} and Dl(x
∗). The function fl : Rd → Rnl , that

maps x ∈ Rd to the output vector

fl(x) = yl(x) = (yl,1(x), . . . , yl,nl
(x)) ∈ Rnl

of the l-th hidden layer, satis�es for every k = 1, . . . , nl
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fl(x)k = yl,k(x) = ρ
(︂
vl,k · yl−1(x) + bl,k

)︂
= ρ
(︂nl−1∑︂

j=1

vl,k,jyl−1,j + bl,k

)︂
=

ρ
(︂ ∑︂
j∈J+

l−1

(v2,k,jwl−1,j · x+ cl−1,j) +
∑︂

j∈J−
l−1

cl−1,j + b2,k

)︂
.

Setting wl,k =
∑︁

j∈J+
l−1

vl,k,jwl−1,j and cl,k =
∑︁

j∈J−
l−1

cl−1,j + bl,k, we get

yl,k(x) = ρ(wl,k · x+ cl,k).

We de�ne

Dl(x
∗) = Dl−1(x

∗) ∩
nl⋂︂
j=1

Hι1
wl,k,cl,k

,

where ι1 is either + or − depending on whether x∗ ∈ H+
wl,k,cl,k

or x∗ ∈ H−
wl,k,cl,k

.
Denoting

J+
l = {k ∈ {1, . . . , nl} |x∗ ∈ H+

wl,k,cl,k
}

and
J−
l = {k ∈ {1, . . . , nl} |x∗ ∈ H−

wl,k,cl,k
},

we get for all x ∈ Dl(x
∗),

fl(x)k = yl,k(x) = wl,k · x+ cl,k when k ∈ J+
l

fl(x)k = yl,k(x) = 0 when k ∈ J−
l .

So, Dl(x
∗) is convex, its faces are formed by subsets of at most n1 + · · · + nl

hyperplanes Hwp,k,bp,k , p = 1, . . . , l, k = 1, . . . , nl, and the components

fl(.)k = yl,k(x) : Rd → R of the function fl : Rd → Rnl that maps x ∈ Rd to
the ouput vector yl = (yl,1, . . . , yl,nl

) are a�ne or constant zero.
The I/O function fN : Rd → {0, 1} satis�es

fN (x) = fL(x) = ϑ(vL · yL−1(x) + cL),

where yL−1(x) = (yL−1,1(x), . . . , yL−1,nL−1
(x)) ∈ RnL−1 . DL−1(x

∗) was con-
structed in such a way, that for all x ∈ DL−1(x

∗), we have

yL−1,s = wL−1,s · x+ cL−1,s when s ∈ J+
L−1

and yL−1,s(x) = 0 when s ∈ J−
L−1.

Thus for x ∈ DL−1(x
∗)

fN (x) = ϑ

(︄
nL−1∑︂
s=1

vL,syL−1,s(x) + bL)

)︄
=
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ϑ

⎛⎜⎝ ∑︂
s∈J+

L−1

(vL,swL−1,s · x) +
∑︂

s∈J−
L−1

cL−1,s + bL

⎞⎟⎠ .

Setting wL =
∑︁

s∈J+
L−1

vL,swL−1,s and cL =
∑︁

s∈J−
L−1

cL−1,s + bL, we de�ne

DL(x
∗) = DL−1(x

∗) ∩Hι
wL,cL ,

where ι is either + or − depending on whether x∗ ∈ H+
wL,cL or x∗ ∈ H−

wL,cL . As
DL(x

∗) is either a subset of the positive or the negative half-space induced by
the hyperplane HwL,cL , the I/O function fN is constant on DL(x

∗) (it is either
0 or 1 depending on ι).

It follows from the construction that for each pair x∗ and x̄∗, DL(x
∗) and

DL(x̄
∗) are either disjoint or coincide. Identifying coincident regions, we get the

partition of Rd. 2

Theorem 4.1 characterizes an I/O function of a parameterized deep ReLU
network with a single Heaviside output as a piecewise constant function de�ned
on a partition of Rd into convex regions, where each region has at most as
many faces as the total number of units in the network. This result on bounded
complexity property of each individual region measured by its number of faces
is the key feature exploited in the next theorem.

Theorem 4.2. Let N (vl,j , bl,j , j = 1, . . . , nl, l = 1, . . . , L − 1, vL, bL) be a pa-
rameterized network with L layers, where the layers l = 1, . . . , L− 1 contain nl

ReLU units with parameters vl,j , bl,j, j = 1, . . . , nl, nL = 1 and the single unit
in the L-th layer is the Heaviside perceptron with parameters vL, bL. Then there
exists a subset H of Rd in the form of a union of subsets of hyperplanes, such
that the I/O function fN : Rd → {0, 1} of N satis�es for every x ∈ Rd \ H,
every size of perturbation r > 0, and every ξ drawn from Sd−1

r (x) according to
the uniform probability P,

R(fN , x, r) := P
[︂
fN (x) = fN (x+ ξ)

]︂
≥ 1− n e−

a(x)2 d

2r2 ,

where n :=
∑︁L

l=1 nl is the total number of network units and a(x) := ∥x−H∥2.

Proof. By Theorem 4.1, there exists a partition of Rd into convex sets, each
of which has at most n faces formed by subsets of hyperplanes. Let H be the
union of faces of these convex sets. For each x∗ ∈ Rd \ H, fN is constant on
the set DL(x

∗) from the partition constructed in the proof of Theorem 4.1 (see
Fig. 4). On each of these sets, fN is equal either to 0 or 1. For a �xed x∗, let
H∗

1 , . . . ,H
∗
m be the hyperplanes, the parts of which form faces of DL(x

∗). By
Theorem 4.1, m ≤ n.
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Figure 4: Probability of a misclassi�cation by a deep ReLU network

Using properties of high-dimensional spheres as in the proof of Theorem
3.1, we get for each x in the interior of DL(x

∗) and for each i = 1, . . . ,m and
ai := ∥x−H∗

i ∥2 the upper bound

e−
ai(x)2 d

2r2 ,

on the probability that x+ ξ is separated from x by H∗
i . As for all i = 1, . . . ,m,

a(x) = ∥x−H∥2 ≤ ∥x−H∗
i ∥2, we get

P[x+ ξ /∈ DL(x
∗)] ≤ n e−

a(x)2 d

2r2 .

2

Note that the bound from Theorem 4.2 is conservative in two ways: adjacent
regions can have the same label, and a(x) only roughly estimates ai. This bound
is non-vacuous for inputs x ∈ Rd satisfying

a(x)2d

2r2
> lnn⇐⇒ a(x) > r

√︃
2 lnn

d
.

So the bound on robustness improves as the quantity

2r2 lnn

d
− a(x)2

becomes more negative. Note that the dependence of this robustness bound on
the number of network units is only lnn, whereas the dependence d is stronger,
scaling as 1

d .
In practical applications, networks are typically of moderate size, making it

reasonable to assume that the total number of units grows at most polynomially
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with d. Assuming that n = dk, the condition characterizing the vulnerable
neighborhood of the decision boundary becomes

a(x)2 <
2r2k ln d

d
.

So the neighborhood of H, in which inputs may be susceptible to misclassi�ca-

tion, is of order
√︂

ln d
d which srinks as the dimension d grows. For a �xed d and

a perturbation radius r, one can derive a lower bound on the distance a(x) of
an input x ∈ Rd from H that guarantees that the probability of misclassi�ca-
tion remains below a prescribed threshold. Equivalently, for any desired upper
bound on the misclassi�cation probability and any �xed perturbation radius r,
one can determine a minimum distance from H such that the parameterized
ReLU network achieves the required level of robustness for all inputs x with
a(x) above this threshold.

Although the set H has Lebesgue measure zero and can be described ex-
plicitly by computing the parameters wl,j and cl,j of the hyperplanes Hwl,j ,cl,j

constructed in the proof of Theorem 4.1, the volume of the neighbourhood of
H ∩X (where X ⊂ Rd is bounded), consisting of all points within the distance√︃

2r2 lnn

d
,

depends on the geometry of H, which can be highly convoluted. ReLU networks
realize shatterings on �nite domains of size m characterized by the growth func-
tion Π(m) satisfying

Π(m) ≤ (4eLm)LW ,

which grows exponentially with the network depth L and the total number
of parameters W (see the proof of Theorem 7 in [24] and the discussion on
bound tightness). Nevertheless, in practical applications, the decision boundary
H is unlikely to exhibit a space-�lling geometry. Consequently, as the input
dimension d increases, the proportion of vulnerable points can be expected to
decrease.

5. Conclusion

We theoretically investigated the susceptibility of neural networks to average
L2-perturbations by analyzing local robustness, quanti�ed as the probability
that a randomly perturbed input is not misclassi�ed. We derived lower bounds
on local robustness in terms of the input dimension, the perturbation size, and
the distance to the boundaries of the convex cells in the partition of the input
space induced by the I/O functions of ReLU networks. Our analysis combines
concentration phenomena on high-dimensional spheres with a new estimate of
the number of faces of each polyhedral region in this partition. In particular,
we proved that although the number of regions may grow exponentially with
network depth, each individual region is bounded by at most as many faces

14



as there are network units. Our results imply that the local robustness at an

input x ∈ Rd depends on the quantity 2r2 lnn
d −a(x)2, where n denotes the total

number of network units, r the perturbation radius, and a(x) the distance of
input x to the boundary set H.

Our proofs rely on the piecewise-linear structure induced by ReLU activa-
tions combined with tools from high-dimensional geometry. Consequently, our
techniques do not directly extend to kernel methods or convolutional neural
networks, whose robustness properties would require substantially di�erent an-
alytical tools.

We were motivated by the hypothesis of Szegedy et al. [1], quoted in the
Introduction. Concerning the second part of their hypothesis, namely that ad-
versarial examples may form a dense set (analogous to the rational numbers),
our analysis shows that this cannot hold for ReLU networks. As H is closed and
has Lebesgue measure zero, there are abundantly many points x and distances
r, for which the balls of radius r centered at x do not intersect H. For such x,
there are no misclassi�ed inputs arbitrarily close to x. Our results also provide
partial support for the �rst part of their hypothesis, namely that adversarial
examples occur with low probability. We proved that if the total number of
ReLU units grows at most polynomially with the input dimension d, then the
width of the neighborhood of the boundary set H containing inputs susceptible
to misclassi�cation decreases of the order of ln d

d . Consequently, unless H ex-
hibits an approximately space-�lling geometry, the probability that a randomly
sampled input lies outside this narrow neighborhood is expected to increase with
the input dimension.

In this paper, we focused on average-case adversarial robustness in the binary
classi�cation setting. Extending our analysis to worst-case robustness and multi-
class classi�cation with softmax outputs is a direction for our future work.
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