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96 procent utoku provedeno ,velmi jednoduse“.

97 procentim Slo ,velmi jednoduse“ zabranit.

[Verizon 2012 Data Breach
Investigations Report]



Jednoznakové heslo

255 moznosti




Dvouznakové heslo

65025 moznosti
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Cty¥znakové heslo

4 228 250 625 moznosti




Petiznakové heslo

1 078 203 909 375 moznosti
18 minut
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Setiznakové heslo

274 941 996 890 625 moznosti
3 dny




Sedmiznakové heslo
70 110 209 207 109 375 moznosti

2 roky




Osmiznakové heslo

17 878 103 347 812 890 625 moznosti
576 roku
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Desetiznakové heslo

1 162 523 670 191 533 212 890 625
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Informac¢ni bezpec¢nost

Informacéni bezpecénost predstavuje
ochranu informaci ve vsech jejich
formach a po cely jejich zivotni
cyklus - tedy beéhem jejich wvzniku,
zpracovanli, ukladani, prenosu
a likvidace.
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PocitaCovy opravar zneuzival webkamery
ke Smirovani Zen ve sprse

Americka policie zadrzela ve stredu v jihokalifornském Fullertonu opravare pocitaéi.
kterého podezfiva z tajné instalace programt, jez mu umoznovaly pies webovou
kameru sledovat sprchujici se nebo svlékajici se zeny. Informovala o tom agentura
AP.

(¥ Zvétsit obrazek

étvrtek 9. éervna 2011, 16:18 =

FOTO: Profimedia cz
Policie se zacala pfipadem zabyvat poté, co jist¥ otec

upozornil na podezielé zpravy, které se objevovaly na

dceefiné poéitadi. Dvacetilety technik Trevor Harwell udajné

instaloval na poéitace s operacénim systemem Mac OS X od

spole¢nosti Apple program, diky kterému ziskal kontrolu

nad integrovanou webovou kamerou.

Zminény software upozornoval na smyslenou zavadu na
"vnitfnim senzoru" a doporucéoval uzivatelim "umistit
notebook na nékolik minut do blizkosti horké pary, aby se
senzor vy¢istil”. Chybové hlaseni pfimélo nékteré obét vzit
laptop do koupelny béhem sprchovani.




Za zrcadlo bytu v panelaku dal
webkameru a sledoval najemniky

Reality show. v nichz jsou lidé neustale snimani kamerami, dnes uz v televizi nikoho
nepiekvapi. Ale aby se ¢lovék sam stal nedobrovolné hlavni hvézdou soukromé show,
to je uplné jiné kafe. Pfesné to se stalo ¢tverici mladych lidi, ktefi si pronajali byt na
Vancurove ulici v Jihlavé. Kdyz pri skadleni v koupelné rozbili zrcadlo, blikala na né
za nim skryta webkamera.

étvrtek 29. srpna 2013, 13:07 - Jihlava A ilustragni foto

Kamera prenasela signal o patro niz, kde bydlel majitel bytu,
ktery podle vysetfovateli étverici sledoval.

-Prostor kamerou sledoval minimalné od lonského zaii az
do zacéatku ledna, kdy se na cely pfipad pfiglo pi nahodné
strkanici v koupelné. Webkamera snimala celou mistnost.
Kdyz to najemnici zjistili, ihned se obratili na policii.
Nasledné jsme na misté provedli domovni prohlidku, zajistili
jsme u podezielého tiiapadesatiletého muze nékolik desitek
datovvch nosict a také vipocetni techniku. Posléze byl na
zalkladeée micténveh diikazii ohvinén 7 noskozovani cizich
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Soud fesi Smirovani tajnou kamerou v koupelné.

Najemnici zadaji odskodné

13. ledna 2014 1710

V Jihlavé v pondéli za¢al soud s tfiapadesatiletym LuboSem V., ktery Smiroval v pronajaté
casti sveho domu kamerou najemniky v koupelné. Hrozi mu aZz dva roky vézeni. Najemnici
poZaduji i odSkodné. Maijitel bytu se brani tvrzenim, Ze kameru za zrcadlem mél uz roky kv(li
dcefi.

15 V. (vievo) pii cekani na zahajeni hlavniho lideni okresniho soudu v Jihlavé. | foto: Petr Lemberk,

Webkamerou za zrcadlem koupelny tajné sledoval najemniky ziejmé celé roky.
Pokoje v prvnim patie svého domu na Doliné pronajimal mladym divkam a partm.

"UZ pfi prvnim telefonatu pfi domlouvani najmu
zdiraznoval, Ze preferuje mladé divky a pary, Ze se
koupaji spolu, kvili Uspofe, ale jak se ukazalo,
nebylo to jen kvili Uspore," fekl pfed soudem byvaly

R . P . SR R

Koho kamera
zachytila?

6. kvétna 2008

Na zabavenych zaznamech



Two women Bulgarian students find hidden cameras in
apartment near Westchase

76 | W Tweet 15;1 | Email ‘ﬁShare 81

TAMPA — The tiny cameras were hidden in smoke
detectors and motion sensors, placed in the bedrooms and
bathrooms of a west Hillsborough apartment.

Late Monday, two Bulgarian women discovered the covert
cameras in their apartment. And now the Bulgarian
students are afraid their every move — from sleeping to
showering — may have been broadcast on the Internet.

The Hillsborough County Sheriff's Office is investigating
and says detectives have recovered some equipment and

Bay Newso
are following several leads. Vanya Samokovareva, 22, left, and roommate Ralitsa
Dzhambazova, 23, stand in front of a shower in their
apartment where a camera was aimed.

However,
between
L W LI T Tuesday night — when a report abou.t the episode appeared on
women's apartment sere not Bay News 9 — and Wednesday morning when detectives
recording, deputies say returned, some of the electronic equipment was removed, said
Mo teny iaE 1 sheriff's spokesman Larry McKinnon.

Bulgarian women who found The women didn't answer their door Wednesday, but in an

led fi . : . K .
m‘:zﬁg;‘ggﬁig‘ez interview Tuesday with Bay News g said their landlord has a

More than a Year ago key to the apartment.



Hidden cameras found in Tour Down Under
wllage S portable t0|lets

THE ADVERTISER HUARY 21, 2014 5:52PN

NEW! Discover news with your friends. Giveltatny. LOGIN n
o 1 To get going, simply uorme*t ¢ith your favourite social network f
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POLICE say they found "inappropriate images" on the memory card of a hidden
camera taken from the portable male toilet at the Tour Down Under village in Victoria
Square yesterday.

Tiny cameras hidden inside clothes hooks on the back of the toilet doors were found in the
male and female toilet blocks.

SA Paolice e-crime section officers say they have downloaded images from the camera taken
from the male toilets but the other camera was faulty.

"“The card from the camera located in the female toilet was faulty and nothing can be retrieved
from this," a police spokesman said



Worker admits hiding spycam in Omni Hotel
bathroom

Posred: Jul 28, 2012 4:1% AM
Updated: jul 28, 2012 4:32 AM

Video Report By Richard Allyn, Reporter - bio | email

SAN DIEGO (CBS 8] - A worker for the Omni Hotel has resigned after
he admitted hiding a spycam in a public bathroom, and police say in
this case they can't do anything about it.

In this News 8 video story, Richard Allyn explains why even though
the employee was caught red-handed, police had to close the case
without filing charges.



Starbucks Sued for Hidden Spy Camera Found in
Bathroom Filming Toilet

By Nadine DeNinno
on September 19 2011 5:37 PM

Starbucks is being sued after a father and his five- year-old daughter found a hidden spy camera secretly
filming them using the toilet in a bathroom at a branch in Washington D.C.

William Yockey was visiting the Starbucks near the National Mall in late Aug. when his daughter found the
small surveillance camera hidden under the sink filming the toilet area of the unisex bathroom.

Police were contacted immediately and confiscated the camera from the Starbucks.

According to the civil suit, the Yockey family is suing Starbucks for $1 million for invasion of privacy,
negligence, intentional infliction of emotional distress and negligent hiring, training and supervision, citing
permanent and continuing emotional pain and suffering, humiliation, embarrassment and great emotional
distress.

It's not about money, it's not about focusing on that at all, it's just about getting Starbucks to pay attention in
this is happening nationwide, Lindsay Yockey told ABC News affiliate WJLA regarding Starbucks' attempts to
dismiss the case. Public records show Starbucks had requested to dismiss the case, though it was overturned

by ajudge.



Spy Cam Found Taped to Bathroom on AA SFO-
JFK Flight

Big news here in Kansas City (MCI) on Sunday as an AA 767 flight from SFO -
JFK made an emergency landing after a spy cam was founded taped inside one of
the bathrooms. The plane was evacuated and searched upon landing and a "small
flash drive functioning as a camera” was found taped inside one of the lavatories.
According to NBC News:

The device found on the JFK-bound 767 was initially described to
NBC News by a senior law enforcement official as a "“flash

drive.” Later, senior government officials said the device was taped
to part of the bathroom. An preliminary inspection of the device
showed it was actually a camera disqguised as a flash drive, the
officials said. Security officials, including the FBI in Kansas City,
were working to determine who the device belongs to.




Another SpyCam’'er Shoots Himself - Darwin Award

The Wallingford Police Department released a photograph of the person who they
said they would like to speak with after a camera was discovered inside a Walmart

dressing room In early June.

Click to enlarge.

striped shirt and a Hartford Whalers tan colored hat.

Police said the camera
was set up Inside the
dressing room and was
only recording for a short
period of time before it was
discovered by an
employee

Police said there was no
indication that anyone was
actually filmed while
undressing.

He is described as a man
in his early 20s and was
wearing a light green-






| "Peeping-Tom Fail* Man Setting Up Spy Cam In
@ Store's Dressing Room Accidentally Takes Pics
Of Himself

Posted by LukesCorner.net on January 6. 2010 at 8:44am  §§ View Blog

DailyMailCo.UK: When a balding peeping tom set up a camera in a supermarket
changing room he thought he would capture images of naked customers trying on clothes.

The man, aged in his 30s, was careful to conceal the camera in a light fitting in the Asda
chanaing room before slipping away and waiting for the results.




Greeley Police Search For Changing Room

Peeping Tom

August 1, 2012 11:00 PM

] 7o se milibi bet: ! 4 n B Shara 4

View Comments

The peeping tom suspect was captured on video before he installed a hidden camera in the family changing roem on Sunday

(credit: Greeley Police)

Related Tags: Family Fun Plex, Greeley, Hidden Camera, Peeping Tom

GREELEY, Colo. (CBS4)- Police in Greeley are
searching for a man who installed a hidden camera in
the family changing room at the Family Fun Plex.

A woman discovered the hidden camera at the
recreation center on Sunday. Police removed the
camera and have examined the video for possible
evidence.

“It was concealed inside of an air freshener container
The patron. a female patron located it and could see
that it just didn't look like it was quite right.” said
Greeley Police spokeswoman Susan West.
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VESAK SE SKRYTOU
KAMEROU H001

Splonand minl Kamera ve vésaku

* moZnost nvolit re2im: videozaz nam neto
fotesekvence (ka2dych 5 minut jedna
fotogratie)

* z&nam ukiBda na pamétowou micro SD
karlu (max. 16 6B) ve vyaokém roglsen
1250 % 860 ve formatu AV

s rozmeny: 11,8x36x6Cm

* doda provozu: 82 30 min nahavanl

* dobjent: USB kabelem
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ALL CATEGORIES v Hair Extensions | Runway Fashions | HNew Smartphones | BestSellers | WeeklyDeals | Promaotions

(— Go Back Home > Security & Surveillance > Spy Cameras & Supports > Spy Clothes Hoock = Product detail

o2 - Wholesale - Clothes Hanger HD Hidden Camera with Motion Detection 1280x960 High
&4/ quality Mini Spy DVR Pinhole Cam

- Sold by Tinydeals Technology Co,Ltd
¥r ¥r ¥7 ¥7 ¥r 3 Customer Reviews | 83 Transactions

Unit Price: US $14.1 - 15.0 / Piece Reference Currency v

Wholesale Price: Gty Price

1-4 US $15.00

5-9 Us $14.70

10-19 Us $14.40

20 + UsS $14.10

Quantity: | 1 | Piece 9598 in Stock (Stock in- CN)
& See larger image Shipping Cost Free Shipping to Czech Republic Via SINGAPOREPOST +
o A | =V Delivery Time: 12-22 days
Ull‘ 1 j[!l‘l | >

Processing Time: Ships out within 1 days

snareon [ @ 3 B 2+ Total Cost US $15.00

Add to Cart

Add bn Cavimcidn baman
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ALL CATEGORIES - Hair Extensions | Runway Fashions | New Smartphones | BestSellers | WeekiyDeals | FPromotions

(— Go Back Home > Security & Surveillance > Spy Cameras & Supports > Spy Clothes Hook > Product detail

2. - Wholesale - Clothes Hanger HD Hidden Camera with Motion Detection 1280x960 High

“sis) quality Mini Spy DVR Pinhole Cam
Sold by Tinydeals Technology Co,Ltd

¥r ¥r ¥7 ¥7 vr 3 Customer Reviews | 83 Transactions

Unit Price: US $14.1 - 15.0 / Piece Reference Currency

Wholesale Price: Oty Price
1-4 US $15.00
5-9 Us $14.70
10-19 Us 514 40
20 + UsS $14.10
Quantity- | 1 Piece 9598 in Stock (Stock in- CN)
@), See larger image Shipping Cost Free Shipping to Czech Republic Via SINGAPOREPOST ~

< @ gn_. | E :‘Y‘ > Delivery Time: 12-22 days

Processing Time: Ships out within 1 days

Share on @ 88 Total Cost US $1 5.00

Add to Cart
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Is your TV watching you? Security alert over
Samsung's Smart TV as hackers claim they
can access its hard drive and seize control
of built-in cameras

« Security experts reveal they have been able to gain access to the device and
scour its hard drives and connected drives for information

« They claim to have ‘complete root access’ allowing them to install malicious
software that could monitor its cameras and microphones

« More and more devices that connect to the Internet are leaving unwitting
consumers vulnerable to such hacking attacks

By DAMIEN GAYLE
PUBLISHED: 09:51 GMT, 17 December 2012 | UPDATED: 11:25 GMT, 17 December 2012

f] snare o8 | fueet E

Samsung's Smart TV could used by hackers to watch everything that happens in your living room by
gaining access to the device's built-in camera and microphones. it has been claimed

Malta-based security firm ReVuln posted a video showing how its researchers had learned to crack
the television to access its settings - including any personal information stored on it.

172 Siiments

'We can install malicious software to gain complete root access to the TV, they claim in the video
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Samsung Smart TV security hole allows
hackers to watch you, change channels
or plug in malware

Join thousands of others, and sign up for Naked Security's newsletter

Doitt |

Dont'shew me this again

Did your Samsung Smart TV just switch
channel?

Don't blame the dog for stepping on the
remote control - there's a remote possibility
it could be hackers who've hijacked your
smart TV

Researchers with Malta-based security
consultancy and bug seller ReVuln have
found a vulnerability in an unspecified model
of a Samsung LED 3D TV that they exploited
to get root access to the TV and any
attached USB drives.

In a video titled "The TV is Watching You", ReVuln shows a Samsung TV
screen with which the researchers systematically fiddle.

The TV is Watching You

! [Re]Vuln

http://revuln.com http://twitter.com/revuln info@revuln.com
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Researchers mount cyber attacks against surgery
robot

Fosteg on 28 Agril 2015,

A group of researchers from University of Washington have tested the
security of a teleoperated robotic surgery system created by their
colleagues, and have found it severely lacking.

"Teleoperated surgical robots will be expected to use a combination of
existing publicly available networks and temporary ad-hoc wireless and
satellite networks to send video, audio and other sensory information
between surgeons and remote robots. It is envisioned these systems will
be used to provide immediate medical relief in under-developed rural
terrains, areas of natural and human-caused disasters, and in battlefield
scenarios,” the researchers noted, and asked: "But what if these robotic
systems are attacked and compromised?”

Not many researchers attempted to answer that question, so this group
decided to test a "surgery robot" dubbed Raven |l, and discovered that it
can be hijacked, disabled. have its instructions changed, its failsafes
removed or overriden, and its motions impacted on.

"Telerobotic surgery is envisioned to be used in extreme conditions,
where robots will have to operate in low-power and harsh conditions, with
potentially lossy connection to the internet. The last communication link
may potentially even be a wireless link to a drone or a satellite, providing
connection to a trusted facility,” they explained. adding that two attack
vectors can be used: endpoint compromise, and network and
communication-based attacks.

They focused on the latter. pointing out that the most likely point of attack
would be between the network uplink and a surgical robot. "Since
communication will likely be wireless, on-the-field attackers will be able to
disrupt the link or manipulate traffic contents." they noted.
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Hardware keyloggers found in Manchester
library PCs

Spy on the wire gets your mad up proper
By John Leyden, 15th February 2011

51
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Hardware keyloggers have been discovered in public libraries in Greater
Manchester.

Two USB devices, attached to keyboard sockets on the back of computers in
Wilmslow and Handforth libraries, would have enabled baddies to record every
keystroke made on compromised PCs. It's unclear who placed the snooping devices
on the machines but the likely purpose was to capture banking login credentials on
the devices prior to their retrieval and use in banking fraud.

A third detected device was discovered but disappeared before it was turned over to
local police, the Manchester Evening News reporis.

Many members of the public use library computer access either for convenience or
because they don't have a computer at home. The targeted libraries are in up-
market districts on the southern outskirts of Greater Manchester. A BBC report on
the incident has footage of one of the affected computers. The presumed scam,
which had been going on for an as yet undetermined period, was only rumbled after
staff examined one of the compromised PCs, which had begun misbehaving.

Library staff have been advised to keep a close eye on computers to help prevent
the reccurrence of similar incidents in future. In addition. rules have been revised so
that USB keyboards are plugged into the more visible front ports of a computer
rather than its rear. PCs in Manchester libraries come fitted with net-nanny software
and accounts that limit the ability of users to install software on machines.
Cybercrooks have apparently found a way around these restrictions using hardware
keyloggers, which are readily available at prices of around £30 or less
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Former lottery infosec head accused of hacking
computers to buy winning ticket

Fosted on 14 April 2015,

The former head of information security at the Mulii-State Lotiery
Association (MUSL), who was arrested in January 2015, stands accused
of having tampered with the computer used for drawing winning lottery
numbers and of having purchased the winning lottery ticket after, even
though he, as an employee of the association, isn't permitted to.

According to additional claims included in a recent filing, Eddie Raymond
Tipton, 51, has apparently used a USB flash drive to install a malicious
software on the aforementioned computer, which would allow him to
manipulate the outcome of the draw.

Q‘ The computer in question is located in the "drawing room" and is not

connected to the Internet, so in order to install the software Tipton needed
to gain physical access to the machine.

The room is monitored by a camera that has also been tampered with on
the day that Tipton allegedly entered the room and installed the malware
on the computer. Instead of recording continuously, the camera was
made to record only one second per minute.

The prosecution says Tipton used a rootkit to perform the changes on the
computer, and that the program deleted itself after doing the work. In
2010, when the compromise happened, the Multi-State Lottery
Association apparently did not have the ability to check for rootkits
installed in their system, so this claim could be difficult to prove.

As the trial has been rescheduled for July, lowa Lottery CEQO Terry Rich
issued a statement with the hope of reassuring lottery players that their
systems are now clean.

"There will always be someone trying to beat the system. The lottery
industry has and will continue to update its security procedures as we
identify vulnerabilities to protect against them. We've introduced additional
layers of security and even more separation of duties at our lottery
because of what we've learned in this case, and that's ultimately been a
positive outcome. We also urged that the Multi-State Lottery Association
(MUSL), the vendor organization for which Eddie Tipton worked, put
additional security procedures in place and that has occurred, with more
underway," he noted.



Takovy normalni zaméstnanec

Priumérny evropsky zaméstnanec si domu
kazdy tyden odnese 11 dokumentu.
[McAfee]

58 procent zaméstnancu si pr¥i ukonceni
pracovniho poméru odnasi ,vysluzku“.
Devadesat procent z nich pritom uvadi,
ze by si ji neodnesli, kdyby to meli
alespon trochu znesnadnéneé.

[Ponemon Institute]
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Computer glitch blamed for 'hundreds’ of
wrongful arrests

P Download audio [ showtranscript

Sunday 15 December 2013 5:05AM

IMAGE: NSW POLICE HAVE WRONGFULLY ARRESTED MANY TEENS BECAUSE OF A GLITCH IN THE POLICE COMPUTER SYSTEM. {NSW POLICE}

A class action in the Supreme Court will look at whether NSW police wrongfully arrested
and detained a number of teens due to a long standing glitch in the NSW Police computer
system. Lawyers say hundreds more might also have been kidnapped’ but NSW police
have declined to reveal the full extent of the problem. Wendy Carlisle investigates.



Riznout vedle..

Vinou Spatné konverze dat doslo u 25 darcu
k odbéru jiného organu, nez s jakym dali
souhlas.

Cely problém se tykal 800 tisic darcu!

like to help someone
1 wo‘t‘éﬂ'\\:e after my death.




Nemochnice omylem ,,pohrbila“ dvé sté pacientu.
Lidska chyba, omluvila se

14 srpna 2014 14:27 .

Nemocnice Elizabeth Austinové ve druhém nejvétSim australském mésté Melbourne se ve &tvrtek
omluvila za to, Ze omylem rozeslala zpravy o iGmrti 200 svych pacientl, ktefi jsou stale nazivu.
Informaci rozeslala prostiednictvim faxovych zprav jejich rodinnym lékaftim, jeden z nich stihl
rodiné i kondolovat.
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Kopirky Xerox méni €isla, mozna i na vasich
dokumentech

Némecky vyzkumnik David Kriesel objevil specifickou chybu u kopirovacich stroji Xerox.
Néhodné zamériovaly Cisla na dokumentech, pokud byl nastaven urcity méd skenovani.
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Dalsi 2 fotografie v galerii )

Tiskovy stroj fady Xerox WorkCentre 7500 | foto: Xerox

Minuly tyden doktorand David Kriesel z Bonnské univerzity v Némecku zvefejnil
prekvapive zjisténi, které ukazuje chybu u nékterych multifunkénich systému Xerox
WorkCentre. Ty pfi Uspornajsim nastaveni mohou pfi skenovani zameénit nékieré
Cislovky za jiné, coZ mazZe mit dalekosahlé nasledky. Xerox jiZ o chybé vi a vCera
vydal doporuceni, aby lidé vyuZivali kvalitnéjSi nastaveni, ktera nepouZivaji

kompresi.




Nebezpecné klavesnice

[Wireless Optical Desktop 1000 a 2000]



Heme = Security

MNews

Two charged with hacking LA traffic lights

Disruption occurred just before August job action

By Robert Mchillan
Janusry 10,2007 12:00 PMET (CJ Add a comment

[ share o B g1 & Bue o] o (HEE

IDG News Service - Two men have been charged with illegal computer
access after they allegedly hacked into the Los Angeles city traffic center to
turn off traffic lights at four intersections last August.

The two men, both engineers with the city's Automated Traffic Surveillance
Center, accessed city computers on the morning of Aug. 21, and were able to
turn off signal control boxes just hours before a job action by city engineers,
the Los Angeles district attorney said in a statement released late last week.

The accused were able to bar other city employees from accessing the
computer system to put the lights back online. No accidents were reported. but
it took four days to fix the city's traffic control system, the statement said.

Gabriel Murillo, 37, and Kartik Patel, 34, are both charged with unauthorized
access of a computer. Murillo is also charged with identity theft, and Patel
faces four counts of disruption or denial of computer services.



Zavirovany digitélni fotoramecek

[Samsung SPF-85H]



Car hacking and hijacking is too easy, report says

Posted on 10 Februsry 2015,

A report released on Monday by US Senator Edward Markey has
confirmed what we already suspected: automobile manufacturers have
yet to effectively deal with the threat of hackers penetrating vehicle
systems, and the driver and vehicle information they collect and share is
not adequately protected.

“Drivers have come to rely on these new technologies, but unfortunately
the automakers haven't done their part to protect us from cyber-attacks or
privacy invasions. Even as we are more connected than ever in our cars
and trucks, our technology systems and data security remain largely
unprotected,” said Senator Markey, a member of the Commerce, Science
and Transportation Committee.

The report [H, based on responses from BMW, Chrysler, Ford, General
Motors, Honda, Hyundai, Jaguar Land Rover, Mazda, Mercedes-Benz,
Mitsubishi, Nissan, Porsche, Subaru, Toyota, Volkswagen (with Audi), and
Volvo, has revealed that:

+ Nearly 100 percent of vehicles on the market include wireless
technologies that could pose vulnerabilities to hacking or privacy
intrusions.

+ Most automobile manufacturers were unaware of or unable to report
on past hacking incidents.

* Security measures to prevent remote access to vehicle electronics
are inconsistent and haphazard across the different manufacturers.

« Only two automobile manufacturers were able to describe any
capabilities to diagnose or meaningfully respond to an infiltration in
real-time, and most said they rely on technologies that cannot be
used for this purpose at all.

+ Automobile manufacturers collect large amounts of data on driving
history and vehicle performance.

« A majority of automakers offer technologies that collect and
wirelessly transmit driving history information to data centers.
including third-party data centers, and most did not describe effective
means to secure the information.

« Manufacturers use personal vehicle data in various ways, often
vaguely to “improve the customer experience” and usually involving
third parties, and retention policies — how long they store information
about drivers — vary considerably among manufacturers.

« Customers are often not explicitly made aware of data collection and.
when they are, they often cannot opt out without disabling valuable
features, such as navigation.




Neexistuje bezgeéné Erostfedi

90 procent skodlivych kédu se
nachazil na seridznich
a duvéryhodnych strankach.

Most Populder

| Canadian ) Miarmacy 7

v (dzzzay (Hesp (hesetms

Fhon r—wadl (17 Avvm o ademe ey e A by
PTG St e Youk, MY 000




T @6 @]



Seniorka svou chybou ve hie pfisla o pul milionu,
nasledné podala zalobu

V pocitacoveé hiie Lineage Ize pfedméty vylepSovat okouzlenim, nese to v3ak i riziko jejich
Upiné likvidace. Pravé to se stalo Sedesatictyrleté Zené z Jizni Koreje, ktera ziskala vzacny

mec Myung Hwang's Conduct Sword.

(llustracni snimek) | foto: Profimedia.cz

Ten Ize na trhu prodat za skutecné penize a jeho cena se pohybuje okolo 30
miliond won(. Vyjde tedy zhruba na 531 tisic korun. Zena se v§ak me¢ pokusila
okouzlit a pfedmét pii tom zlikvidovala.

Hracka se proto obratila na spolecnost NC Soft, jenZ hru provozuje. Tvrdila totiz,
Ze mec okouzlita omylem. OcCarovat pry chtéla jiny pfedmét a pfi procesu tak
nechténé znicila pravé Myung Hwang's Conduct Sword.



Cina. Otec chtél
»Zabit“ syna

Virtualni ,vrahy” si najal ¢in-
sky otec, aby zabili jeho syna
- respektive tedy jeho avata-
ra — v online pocitacové hfe.
Muz, kterého mistni tisk
identifikoval jen rodovym
jménem Feng, si pry délal sta-
rosti s tim, kolik ¢asu jeho ne-
zameéstnany tiiadvacetilety
syn travi na siti a doufal, Ze
kdyz bude ve virtualnim své-
té zavrazdén, odradi ho to od
dalsiho hrani, napsal zpravo-
dajsky server BBC News.

Celé spiknuti ovSem odha-
lil sam syn, ktery se protihra-
jdou. Kolik za virtudlni vraz-
du otec zaplatil, zpravy neu-
vddéji, nicméné experti
mini, Ze vztahy v rodiné jeho
krok patrné nevylepsil - a asi
by ani neodradil mladika od
dalsiho hrani. €Tk



Sté&dré bankomaty

[ATM Tranax Mini Bank 1500]



Section 3: Programming Operator Manual

SECTION 3: PROGRAMMING

3.1 INITIAL SETUP

3.1.1 ACCESSING THE OPERATOR FUNCTION

To access the Operator Function menu, hold the <Cancel>, <Clear> and <Enter>
keys simultaneously for 2 seconds, release them and press 1, then press 2, then
press 3. The timing of this procedure can be difficult at first.

Note: The Operator Function menu can only be accessed when the machine is either
in service (“swipe your card” screen) or out of service. If the machine is attempting
to connect the host or initializing, you will not be able to use the key commands to
access the Operator Function Menu.

If you have trouble accessing the Operator Menu, power off the ATM and then either
open the vault door or remove the paper from the printer and power back on. This
will force the ATM to the Operator Menu.

Once you successfully completed the key
. combination, you will be prompted to enter a
ENTER PRSSHORD password. There are 3 options for passwords.

l-»»- ]

» Operator Password (allows access to basic
menu structure)

 Service Password (allows access to basic
and diagnostic menus)

« Master Password (allows access to all
menus including setup parameters)




CALL ATTENDANI

ENTER PASSWORD
I _-.w-. l

Ca84s2

Note Jam

Clear jammncd notes or
call your service personnel

NOTE: If the machine goes out of service,
the error code will not always appear on the
screen. If you do not see an error code,
enter operator function and go to reports.
Look in the error summary for error codes.

“"ENTER PASSWORD" will be displayed. Enter
Master, Service or Operator Password.

Defaults:

Master = 555555
Service = 222222
Operator = 111111

When the screen is in current display, press
"OPERATOR FUNCTION" key to access the
"OPERATOR FUNCTION."”



RockYou: dvacet ,nej" hesel

1
2
3
4
5
6
7
8
9
1

.123456
.12345
.1234567789
. password
.1loveyou
. princess
. rockyou
.1234567
.123456778
0.abcl23

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

Nicole
Daniel
babygirl
monkey
Jjessica
Lovely
Michael
Ashley
654321

qwerty



Deset nejoblibenéjsich hesel

123 - 3,784 %
password (,heslov) - 3,78 %
liverpool - 1,82 %

letmein (,pust mé dal“) - 1,76 %
123456 - 1,63 %

o

qwerty - 1,41 %

o

charlie - 1,39 %
monkey - 1,33 %

arsenal - 1,11 &%

thomas - 0,99 %



Hackeri z Anonymous zverejnili korespondenci mezi
syrskym prezidentem a jeho podrizenymi. Mezi maily zaujaly
predevsim rady, které Asad dostal pred dulezitym
rozhovorem v americkeé televizi ABC. Podle nich Ize udajné s
psychikou Ameri¢anu "snadno manipulovat." Asad a jeho
cokoli pro vstup na ucet pouzivali heslo 12345.

Ctéte vice o: Syne | Asad Basar | Anonymous | hacker

J CLANEK } DISKUSE (55)

bzk

Mezinarodni hackerské hnuti Anonymous znovu
zautoc€ilo a jejich cilem se tentokrat stal syrsky prezident
Basar Asad.

Internetovi aktivisté se nabourali do jeho elektronické
posty a zvefejnili korespondenci mezi nim a jeho
podfizenymi.

Nejvétsi prekvapeni vzbudilo vstupni heslo. které Asad a
jeho okoli pouZivalo: 12345. Podle jedné studie z roku

2011 jde z hlediska zabezpeceni o druhou nejhorsi
mozZnou kombinaci.




Hackeri1 napadli web UniCredit Bank.
Administrator mél heslo Banka125

Hackefi v pondéli napadli web UniCredit Bank. Uved] to server Zivé.cz. Utok ale
zfejmé nesouvisel se sérii napadeni ¢eskych webil z minulych dni, byl proveden jinym
zptisobem. Na rozdil od predchozich titoki hackefi web nezahltili. Udajné jim pomohlo
slabé heslo administratora stranek, které znélo "Bankai23". Na web banky hackeri
vyvesili své prohlaseni, stranky vypadly jen na pét minut, pise server.

Vitejte v

¥# UniCredit Bank WabaT >

™,

OBCANE | SVOSODNA POVOLANI | PODNIXATELE A& MENS FIRMY FIRMY A VEREINY SEXTOR PRIVATE BANKING UniCredt Shop.cz

Rolnl obist 6o SO rnrlbond ®¢ Rodni obrat nad 50 mibond K¢ nag 10 mitioad K¢

Uftyakonta Plaiebnikarty Uvéry  Hypotéky  Vkiady ainvestice  PFimé bankovnictvi  Pojidténl

PRESTO Pljika

Spojte swé dvtry 0o jednd Kreditni karta Adip
b s e Ziskejte slevu 2 KE na litr
Investidni Zivotni pajisténi pOhOﬂﬂ";Cﬁ hmot
TOP 20 P 5
TOP'20 a dal5i vyhody.
U nas mate vynos garaniovany
MasterCard AGIP R
Kiodtn] kit AGH eni
vien nagankue vic e Jindy e
Chei konto zdarma Potiebu)i pojlit penize Chei zhednotit své penize
AKTIVN konto PRESTO POjka Spoficl Gdet PRIMA
PI St vyudivand SDOS $v6 Uvivy & uiatlare. Je skviid, koy2 véei plibyvaj samy
PAEVRATNA Hypotéka e Investyjte s TOP 20

MULTI INVEST 2018

Zvétsit obrazek Hygiotéha § fixnr sazbiou BESET
Snidenl spiasky hypoteky Program DUET PL

Venditnl barty Irwentridni nimn o Tiaey nhla

Dnes 20:23

FOTO:

Urtline Card PROFLASIT ?
FesinessNet PRIMLASIT >

o O Cegpednostl | Zkusis DEMO

Banka v mobilu

O Smart Baankag m

MobAa - penize v mobily

Privodce financemi

& Hankownl shademip

Kontakty
L B00 144 42)

ntoimea

L 30012231

& Web UniCredit Bank

unicreditbank.cz
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Administratorska prava

Loni nebylo potreba:

* 75 procent zaplat pro Windows.

* 100 procent zaplat pro IE.

* 100 procent zaplat pro MS Office.

Administrator

i et [BeyondTrust]



Administratori

jdou prikladem

74
54
48
41
29
25
16
15

o° o o° o o° P oP

o°

-

zneuziti siteé.
nelegalni obsah.
pridéluje si vyji
sdilena hesla.
odnasi citliva dat
nahlizi do souboru
¢te e-maily kolegu.
modifikuje logy.

[Lieberman Software
Corporation]



Kostliveci ve skrini

Why Dieselgate Will Be Good
For Volkswagen

October 8th, 2075 by

Originally publishad on
By Joseph Nagle

Diesel is dying. Not a slow death. but an immediate one.

Diessl was already on the ropes with the advent of powerful alectric vehicies, but now with

It all but s=als its fate

r's not diesel’s fault its a de
fuel than le reslize, tapable of powering
Incradibly large, powerful vehicles, There was
ne major downsicde: poliution.
diesel burmns cleaner, it still produces

carcinogens soot and nitrous oxide, which

rer-burning

While

can be just as harmful to the environment as
tragitional g:
dlesel” wasnt so clean. It was anly a matter of
time before it was ushered out of the

commercial vehic

oling, Now It seems even “clean

space. Now it will be forced out rather unceremoniously. leaving electric
to take its place

has become the perfect test case for the future of the auto Industry, Ast
leader in dlesel-fueled vehicles and the second-largest automotive manufacturer In the
world, VW had to pivot to & new vertical eventually. They were already in
joining the electric vehicle arms race. having snnounced three new EV concepts

the carly stages of

JUsSt & few
weeks before the scandal broke, Now the worid i5 different. as the ire of the nation comes

down on them they need a new flagship to drive them into the future. and that's electric

Whien Tesla broke Consumer Repe

ratings system, e

y major manufacturer was put on
notice, When broke. it shook the foundation. The traditional fuels of the past are
no longer a preferred solution. Electric vehicles cannot be ignared: they are the future. Over
the next 3 years the once lopsided EV market is going to explode with options. Nearly
majar manufacturer will debut a brand new electr
the companies who get an early start will be in the drivers seat

ry
ine, With this new focus on Evs




Windows remains vulnerable to serious 18-

year-old SMB security flaw

W Follow

Published 7 months ago

By Mark Wilson

@

Tweet

¢ 18 Comments
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making it possible to

A serious security hole leaves millions of Windows users open to attack

extract encrypted credentials from a target machine. Researchers at Cylance say the problem

affects "any Windows PC, tablet or server” (including Windows 10) and is a slight progression

of the Redirect to SMB attack discovered by Aaron Spangler way back in 1997.

Redirect to SMB is essentially a man-in-the-middle attack which involves taking control of a

network connection. As the name suggests, victims are then redirected to a malicious SMB
server which can extract usernames, domains and passwords. Cylance also reports that

software from companies such as Adobe, Oracle and Symantec —- including security and

antivirus tools —- are affected.



18-year-old bug can be exploited to steal
credentials of Windows users

Posted on 14 April 2015

A new technique for exploiting an 18-year-old bug in Windows Server
Message Block (SMB), which would allow attackers to intercept user
credentials, had been uncovered by Cylance researcher Brian Wallace.

SMB is a core component in Windows networking, and can be found - and
is enabled by default - in all versions of the Windows OS. including
Windows 10.

"Redirect to SMB is a way for attackers to steal valuable user credentials
by hijacking communications with legitimate web servers via man-in-the-
middle attacks, then sending them to malicious SMB (server message
block) servers that force them to spit out the victim's username, domain
and hashed password." the researcher explained.

"The Redirect to SMB attack builds on a vulnerability discovered in 1997
by Aaron Spangler, who found that supplying URLs beginning with the
word 'file' (such as file://1.1.1.1/) to Internet Explorer would cause the
operating system to attempt to authenticate with a SMB server at the IP
address 1.1.1.1"

The flaw affects a number of Windows API functions, which are used by a
wide range of software features.

Before revealing the existence of the vulnerability to the public, Cylance
shared the information with CERT at Carnegie Mellon University and the
developers of the many popular applications that are vulnerable, such as
Adobe Reader, Apple Software Update, Internet Explorer, several AV
solutions and security tools. Box Sync, TeamViewer, and a number of
developer tools.

"Redirect to SMB is most likely to be used in targeted attacks by advanced

actors because attackers must have control over some component of a
victim's network traffic. Malicious ads could also be crafted that would
force authentication attempts from IE users while hiding malicious
behavior from those displaying the advertising," Wallace pointed out.

"Less sophisticated attackers could launch Redirect to SKMB attacks on
shared WiFi access points at locations such as coffee shops from any
computer, including mobile devices. We successfully tested this attack on
a home network using a Nexus 7 loaded with all required tools."




Can you afford to wait 197 days to detect a threat?

Postad on 20 May 2015.

Financial services and retail organizations agree, advanced threats are the
most serious security challenge facing their organizations, shows a new
Ponemon Institute study. Despite the concern, both industries struggle to
identify these attacks once they are inside their network.

DWELL TIME
Mean Time To Identify (MTTI)

197

Days

Financial Retail -
Services Companies



Kaspersky Lab Uncovers “The Mask™: One of the Most Advanced
Global Cyber-espionage Operations to Date Due to the Complexity of
the Toolset Used by the Attackers

11Feb 2014

Virus News

New threat actor: Spanish-speaking attackers targeting government institutions, energy, oil & gas companies and
other high-profile victims via cross-platform malware toolkit

Today Kaspersky Lab's security research team announced the discovery of “The Mask™ {aka Careto), an advgifced
Spanish-language speaking threat actor that has been involved in global cyber-espionage operations since at
What makes The Mask special is the complexity of the toolset used by the attackers. This includes an extre
sophisticated malware, a rootkit, a bootkit. Mac OS X and Linux versions and possibly versions for Android an®gQS
(iPad/iPhone)

The primary targets are government institutions. diplomatic offices and embassies, energy, oil and gas companies,
research organizations and activists. Victims of this targeted attack have been found in 31 countries around the world —
from the Middle East and Europe to Africa and the Americas.

The main objective of the attackers is to gather sensitive data from the infected systems These include office documents.
but also various encryption keys, VPN configurations, SSH keys (serving as a means of identifying a user to an SSH
server) and RDP files (used by the Remote Desktop Client to automatically open a connection to the reserved computer).

‘Several reasons make us believe this could be a nation-state sponsored campaign. First of all, we observed a very high
degree of professionalism in the operational procedures of the group behind this attack. From infrastructure management,
shutdewn of the operaticn, avoiding curious eyes through access rules and using wiping instead of deletion of log files
These combine to put this APT ahead of Duqu in terms of sophistication, making it one of the most advanced threats at the
moment,” said Costin Raiu, Director of the Global Research and Analysis Team (GReAT) at Kaspersky Lab.

“This level of operational security is not normal for cyber-criminal groups.”

Kaspersky Lab researchers initially became aware of Careto last year when they observed attempts to exploit a
vulnerability in the company's products which was fixed five years ago. The exploit provided the malware the capability to
avoid detection. Of course, this situation raised their interest and this is how the investigation started.

For the victims. an infection with Careto can be disastrous. Careto intercepts all communication channels and collects the
most vital information from the victim's machine. Detection is extremely difficult because of stealth rootkit capabilities, built-
in functionalities and additional cyber-espionage modules.



China Is Tied to Spying on European Diplomats

By NICOLE PERLROTH

Published: December 10, 20132
SAN FRANCISCO — Computer breaches at the foreign ministries of EACERQCHS

the Czech Republic, Portugal, Bulgaria, Latvia and Hungary have W TWITTER

been traced to Chinese hackers. 7§ coocLe

The attacks, which bega (3 save
Connect With g2 &
Us on Twitter continuing, according to EMAIL
Follow released Tuesday by FireEye," ) siare
@nytimesworld ¢ St s P
for international  [RALAAY computer security company m =
breaking news and Milpitas, Calif. e
headlines. B reFRINTS
Twitter List: Reporters and Though researchers do not name the
Editors

hackers’ targets in the report, The
New York Times identified the foreign
ministries through email addresses listed on the attackers” web page.

A person with knowledge of the investigation, who was not
authorized to speak publicly, confirmed that the foreign ministries of the five countries
had been breached.

Even as revelations by Edward J. Snowden about surveillance conducted by the National
Security Agency and its intelligence partners dominate attention, the FireEyve reportis a
reminder that Chinese hackers continue to break into the computer systems of
governments and firms using simple, email-based attacks.

The FireEye report does not link the attacks to a specific group in China, but security
experts say the list of victims points to a state-affiliated campaign.



Kybernalita

Nejmenovana banka v Chicagu

Loupeze na pobockach:
60 tisic dolaru.

Kradeze a zproneveéry
elektronické - 80 milidénu
dolaru.

- 1996 -



Hacker1 vyplasili svét zpravou o explozich
v Bilém domé a zranéném Obamovi

Twitterovy ucet americke tiskové agentury AP napadli v utery neznami hackefi a
rozeslali pfes néj do svéta zpravu, ze Bilym domem ve Washingtonu otiasly dveé
exploze, pfi nichz byl zranén prezident Barack Obama. AP okamzité pravost zpravy
dementovala a ucet zablokovala. Také Obamiiv mluvéi ujistil, ze prezidentovi USA se
dati dobfre.

| (& Zvatsit obrazek

-

utery 23. dubna 2013, 22:12 - Washington A Barack Obama je zranén,
hidsal fale3ny vzkaz na
twitterovém étu
"Bleskova zprava: dvé exploze v Bilém domé a Barack renomavane tiskové
agentury.

FOTO: Lawy Downing, Reuters

Obama je zranén," hlasal vzkaz na iétu renomované
americké agentury, jejiz mluveéi jej véak kratce na to poprel.
"INas tcet byl napaden hackery,” oznamila AP, jejiz
zurnalisté v minulosti opakované éelili pokusim o kradez
pocitacovych hesel. Jeji twitterovy Gicet byl ale idajné
napaden poprve.



TEE

foxnewspolitics rmmnewspolitics
Ve wish @joebiden the best of luck as our new Fresident of the

United States. In such a time of madness, there's light at the end of
tunnel

2 hours agc

foxnewspolitics ronewspolitics

BEREAKING NEWS: President @BarackObama assassinated, 2
gunshot wounds have proved too much. It's a sad 4th for #america.
#obamadead RIP

2 hours ago

foxnewspolitics rnewspolitics
#0ObamaDead, it's a sad 4th of July. RT to support the late
president's family, and RIP. The shooter will be found

2 hours ago

foxnewspolitics rnewspolitics
BarackObama shot twice at a Ross' restaurant in lowa while
campaigning. RIP Obama, best regards to the Obama family.

2 hours ago



180

OF foto: Shutterstock

Stacil jeden falesny tweet a roboti se
zbavili akeii za Ctyri biliony

24.dubna 2013 11:36

NEW YORK - Falesna zprava agentury AP, kterou vypustili na
socialni sit’ Twitter hackefri, opét poukazala na zranitelnost
finanénich trhl ze strany poéitaéovych obchodnich programu.

Kvili poplaéné novince o explozich v Bilém domé se propadl| do
ztraty i hlavni kurz indexu Dow Jones Industrial.

Bé&hem dvouminutoveé prodejni horecky se podafilo automatizovanym
programim na americkych burzach vymazat ZisK za zhruba 200 miliard
dolart (témér 4 biliony korun). Stalo se tak poté. co se na twitterovém
uétu agentury AP objevila zprava, Ze Bilym domem ve Washingtonu
otfasly dvé exploze. pfi nichZ byl zranén prezident Barack Obama. CTETE
VICE



Hackers hit execs for insider info to gain stock
market advantage

Fosted on 02 December 2014,

FireEye's researchers have identified yet another hacking group. Dubbed
FIN4, the hacking crew seems to be comprised of native English
speakers with "deep familiarity with business deals and corporate
communications, and their effects on financial markets."

Their targets are top executives. legal counsel, outside consultants,
regulatory, risk, and compliance personnel, advisors and researchers who
are believed to have inside knowledge about potential mergers and
acquisitions. deals and new research results.

Operational since at least mid-2013, the group has targeted these
individuals in over 100 publicly traded companies and advisory firms, the
majority of which are in the healthcare and pharmaceutical industries.

"We believe FIN4 heavily targets healthcare and pharmaceutical
companies as stocks in these industries can move dramatically in
response to news of clinical trial results, regulatory decisions, or safety
and legal issues," the researchers shared.

Their weapons of choice are extremely well crafted and personalized
spear-phishing emails that are meant to lead recipients to phishing pages
impersonating the Outlook Web App login page and trick them into sharing
their Microsoft Outlook login credentials.

"FIN4 knows their targets. Their spearphishing themes appear to be
written by native English speakers familiar with both investment
terminology and the inner workings of public companies." the researchers
explained in a whitepaper [H published on Monday

"FIN4 uses their knowledge to craft convincing phishing lures, most often
sent from other victims' email accounts and through hijacked email
threads. These lures appeal to common investor and shareholder
concerns, enticing the intended victims into opening the weaponized
document and entering their email credentials.”



Kdo utoc¢i?
Kyberzloc¢inci.
Aktivisteé.

Zoufalcsi.

Staty.



Kyberzlocin - vynosnéjsi byznys nez

Praha — Kazdy den se stane obéti kyberzlocinu | Doporucit LEIE R o
vice nez jeden milion lidi. Vyplyva to ze studie

Norton Cybercrime Report, kterou vydala spolecnost Symantec zabyvajici se
zabezpelenim poditacd. Celkové ztraty plynouci z kyberzlocinu a vydaje na fedeni
problémi s nim spojenych podle studie roéné vystoupaji na 114 miliard dolard.
Ztraceny cas si obéti zlo€ind po siti ceni na 274 miliard dolard. Naklady spojené

s pocitacovou kriminalitou uz dokonce prevysily objem svétového trhu s drogami,
jako je napiiklad heroin nebo kokain.

Tlustracni foto

Se zlo&inem se uZ na internetu setkalo 69 procent dospélych uZivateld, z toho dvé tretiny v
poslednim roce. Kazdou vtefinu se stane obéti zlocinu 14 dospélych. Nej¢astéjsim druhem
pocitacové kriminality jsou viry a Skodlivé kddy, jako jsou napfiklad trojské koné a spywary.
Kyberzlo&inci si pfitom zacinaji stile ¢astéji véimat mobilnich telefond. Poéet Gtokd na
chytré telefony vzrostl loni v porovnani s pfedchozim rokem o 42 procent.



Cybercrime Can Give Attackers
1,425% Return on Investment

Going rates on the black market show ransomware and carding attack
campaign managers have plenty to gain.

While security professionals often find it difficult to prove return on
investment. a standard ransomware campaign could earn an attacker a
1.425 percent ROI, according to a report released today by Trustwave.

"We're showing what the motivation for and value of a cybercrime is." says
Charles Henderson, vice president of managed security testing at Trustwave.
"To my mind, if you're going to defend against cybercrime, you need to
understand" the attackers' motivation.

Trustwave's report is based on study of the black market cybercrime
economy and direct investigations of 574 data breaches across 15 countries
in 2014.
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%8 Pozdrav od _ briana banks sexy webcam + sex

Pozdrav od _ briana banks sexy webcam + sex

_ briana banks sexy webcam + sex {briana... si chce s vami vymenit

kontaktni informace. & _ briana banks sexy webcan + sex (Tento uzivatel 2atim
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Reset Password

Welcome to Skype.

www.  Help.com,
Skype Name
skype-help |

Don't have a Skype Name?

Password

Foragot your password?

Sign in

[ sign me in when Skype starts
(V] Start Skype when computer starts




Hi there,

Password successfully changed

Your new Skype password has been set.

You can now view your attached call history and inscturtions how to change your account
settings.

If the changes described above are accurate, no further action is needed. If anything
doesn't look right, follow the link below to make changes: Restore password

Talk soon,
The people at Skype

Lost Password Account Settings Help Terms of Use Privacy

Getting help for Skype
While wou cannot rephy to this email, you can contact us through our help gection for assistance.

“ou can alzo visit our forums.

Protect Your Password

Skype staff will NEVER ask you for your password via email. The only places you are asked for your password are
when you =sign in to Skype or on our website if you want to buy something or check your account. You will always
=ign in via a secure connection, and we ask you to ensure that the address in your browser begins exactly like this

hitpz:isecure.skype.com it should alzo show a little padlock symbol to indicate the secure connection.



Policejni virus dal strasi Cechy

YIiNZ

Uz od minulého roku se internetem $iri takzvany policejni virus, prostfednictvim kterého se
pocitacovi pirati snazi v lidech vzbudit strach z trestniho stihani. Tento trojsky kiin infikovany stroj
zcela zablokuje a za jeho odemdéeni pozaduje vykupné v fadech tisicd korun.

> REKLANMA

Bylo nebylo.
Pohadkove aukce

vice na aUkro

T T

UR 25,78 25,83 &

pondéli 4. listopadu 2013, 12:27 A Policejni virus se Sifi us 19,08 19,11 “
internetem uZ od lofiského
roku. Ziskejte individualni kurzy Vice »

~Tento trojsky kiin po aktivaci upozorni dotéeného
uzivatele, ze byl jeho poéitaé Policii Ceské republiky
zablokovan. Uvedenym diivodem je porusovani autorského

FOTO: Novinky
v Komercai sdéleni

Mové autopojisténi Allianz. Platte jen za to

prava, nakladani s materialy s détskou pornografii ¢i sifeni co skuteéné potiebujete!

spamu. Soucasti tohoto upozornéni je i nabidka uzivateli o

moznosti slozeni kauce v podobé zaplaceni pokuty,” popsala MimuTddné ceny Zifinich priet

Novinkam chovani nezvanéeho navstévnika policejni mluvél

Eva Kropadova. Levnéjsi toner do kopirky koupite na —~
Tisknulevne.cz. Tiskoulevne.cz

KaZda osmd 7ena bude bojovats
rakovinou prsu. Chraiite se véas!

Sluzba Kriminaind Policie a Vyietfovan

Utvar pra Boj protl Kyberkeiminality

Nalp, o e S iwa; 4 S - auiPgtURC AN g 4 gy



CESKE REPUBLIK

POLICE

Pozor!

. RS,
Umistdrs: CZ,Czech Republic, Prague

Pozor! Vil poiitaé jo zablokovin kvidi alespodi jednoho 2 dilvedd uvedenych nide,

Byt Jste pondeni autorskdto priva a souvisejicich prave (Wdeo, Hudta, Software) 2
racovolend pouditi nebo distriboct obsah chrindny autorskymi pravy, 3 tim ponsdily
Erinok 128 trestniho zakoniky Ceske Republiky.

Canek 128 vestnho Zakoniuy stanom pokuty 2-5 510 mintmalnl mady nebo Zdavend
svobody pro 2 32 § .

By jate chycend u prohlident nebo dstrbud zakdzing produkce pomografickym obsahem
DStshd pormogralie £ 2oolise & atd. ). A tm pondujete Clinek 202 trestniho zékoniky

Republixy.
Canmk 202 vestniho Zakonthy stanovi 0ondt svobody nx 4 a2 12 e,
Protipeaved pristup K poditadovym Sdajim byt 2zandjen 2 politale, redo jste b .,

Cliosk 208 vestniho zikondou stanovd pokutu a8 6o vie CZK 100,000 a 7 mebo odndts
svobody po dobu 4 a2 9 let.

Protipedvei plistup byt zahdjen 3 valeho politade bez valeho vidomi nedo souhlisy,

oo val potitad lnfikovan dkodivies softwarens, tak [3te pordil Zhkon O Zasadband

z:uu crobaito poditade, Clhnei 210 trestrido 2akondky stanovi pokuty C2K 2,000 na
8.000.

Spam distrituce nedo Jiné protiprved Inseece byls us kutednina 2 valeho politale jako
wuniiafici o zisk Snnostl nebo bex valeho vidomi, nulide vit poditad infikovin (koeddvym
softwarem,

Clinek 712 trostniho zakeniky stanovi pokuty a8 do vide CZK 250,000 a zhavend osobed
swobody a2 ra 6 Wt V plipadd, 1o fo tato Jnnost byt usiutedndea bez valoho vidoms,
510 spadaji do vide uvedeniho Sinki 210 trestaino Tikeaky Coské Repubiiy,

Vaie oLoDnoit 3 ACr0td J100 v Souasnd Gobd wrderry, krimindint pApad 10 Dude Zahijeno
proti viim v réesci jedaohe nobo vice skl wedenich vide, bihem piitich 72 hodia,

Podie novely trestrdho zakona Caskéd Republiky 28. srpna 2012, tento zakon porufoni
{pokud 3o rmopakule - popred) Do povadovat za podmindod plipad, fe byste zaplatit
pokuty sEaty,

Pokuty mohou byt vyplaceny a2 teprve béhers 77 hedin po protipravaim jedndal.
Jakeaiie 72 hodin uplynuts, molnost zaplatit pokuty vypedd, auemnmnmm

o Ve A 10t hEhaes A i 79 Al

OBRAZEK Z WEBKAMERY

(kash 8paysafecad

Kde mohu koupit Ukash?

Usanh e & Sosthod onlioe, e penddenkach,
rafhich & baskomelech po celdm nitd,

CVA - Ukt & dosting aa Senanodgch
pumpich amalemch logem E-VA
Hajdéte o pvd) ne 55T e obchod,
Fupte of Uaah v hodnoté 1,000, #e
T€), 2000, k2 [L26) pebo €000, Tiskejte 50

1905 metee Ukash PN,

Kde mohu kouplt PaySafeCard?

PaysateCard malided muprosto bezpadnd zakoupit
v tvd Blirhont], v Ceské repubiice napl. v fack
movieowych stinkl a tralik v ovedemich Zasedh.

v
Y Tipsport 173 jabka M 8=v



Sluzba Kriminaini Policie a VySetrovani
Utvar pro Boj proti Kyberkriminality

Zeme: CZ Czech Republic
Oblast:

Mésto:

ISP:

Operacni System: Windows 7 (64-bit)
Jmeno:

VAROVANI! Vas osobni pocitac je uzaméen z bezpecnostnich duvodu z
nasledujicich duvodu:

Jste obvinén 2 problizeni/skladovini a/nebe distribuce pornografickych materidld zakizino obsahy
(détska pornografie/Zvifeckost atd.). Ze jste poruiil Vieobacnou deklaraci o boji proti Zifeni
détské pornografie a obvinén 2 trestného Sinu podle &anky 161 trestniho zakoniku Ceske republiky.

Clanek 161 tastniho zékontku Ceské republiky stanovi jako trest odnéti svobody v trvani 5-11
rokd,

Takeé jste osoba podezfela z poruSent “zakon o autorskem pravu a pravech souvisejicich s
pravem” (stahovani piratske hudby, videa, bez licence softwarz) a pouZiti a/nebo 3ifent obsahwy
chranéného autorskymi pravy. Tim jste osoba podezield z poruSeni danku 148 trestniho zdkonku
Coské republiky.

Clanek 148 trestniho zakoniku Ceskeé republiky, musi byt trest pokuta 150 az 550 zakladnich
jednotek nebo odnétim svobody na dobu 3-7 rokd.

S weieho pocitate byl proveden necpravnény phistup k omezenému pfistupu verejnosti k
informacim a informacim narodntho vyrnama na internetu.

Zbyvajici cas: 47:59:53

(] mkash'

8 paysafe

PIN Kod Hodnota
2000 ~|
1 HR2UBI R4 (LS SUETRRE IBD || (

Zaplatt PaySafeCard Zaplatt Ukash

Kde mohu ziskat peneznl poukazku
PaySafeCard?

PaySafeCard miled naprosto bempedné zakoupit ve tvé
blizkosti, v Ceské republice mapé. v fadé novinowch
sthnkd a trafik v uvadenych dasech, PaySafelard jo K
dosténd v mnoha supermarketech, na derpacich
stanicich, Pfebled prodejed: Tipsport, RoBiN OIL,
Zabka, PAPGIL, JPSends, Euro Cil, Shell, Agip, OMV.

e 7abka wmis-ns
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Cenik kyberzloéincﬁ

,Nova“ kreditni karta - 2 USD (za
priplatek 700 USD - garantovany
minimalni zustatek).

Dostatec¢né bonitni Gcet k on-line
nakupovani - 10 az 1500 USD.

Pomoc s prevody peneéz 10 az 40 procent
castky.

[Pandalabs]




Ceniky kyberzloc¢incu

Offers  Services  Proofs  Free Logins  Payment method

Hack a normal website
Hack high profile sites

Selling Edu/Gov database contain Firstnames, Lastnames, Email, Country, Address,
Phone, Fax details. Example 1 - Example 2

Selling fresh Emails for spam from Edu's websites and shop websites Example

Immunity's CANVAS reliable exploit development framework LATEST VERSION! 2011!
Undetected Private Java Driveby Exploit - Demo - Video

Scanning a site for vulnerabilities

3MB of random hacked accounts

Recently I hacked Runescape.com and leeched 3,000 accounts login:pass!

$5.99 USD
$9.99+ USD
$20 per 1k
$10 USD per
1MB
$66 USD
$150 USD
$2 USD
$65 USD
$50 per 1k

- Making a $1 donation makes me live online longer. -




®  home| pay | register | sign in | site map Start new search -m
Buy EREL l My eBay [ Community I Help I Advanced Search
e e
teowczan) QSN
4 Back to home page Listed in category:Computers & Networking > Softwara > Antivirys, Sacurity, Utiltias > Sacurity
Brand new Microsoft Excel Vulnerability tem number. 7203336538

Seller of this item? Sign in for your status Watch this item in My eBay | Email to a friend

Starting bid: Us $0.01 Seller infomaﬂon
S fearwall (85 ¥k )
Feedback Score: 85
: Positive Feedback: 100%
Ve $ Qs 0. ketin a Member since Apr-02-01 in United States

5.day listing, Ends Dec-12-05 20:54.35 PST

Stattime:  Dec07-05 20.54:35 PST Read feedback comments

Add to Favorite Sellers

Histor 0 bids
. ’Y ____;. Ask sefler a guestion
em location:  excel exe View seller’s other items

United States

Ships to Worldwide e ls.::r: mom sharing your financial details

{y Larger Picture
Shipping costs: FREE - Standard Flat Rate Shipping Semice
3 Shipping, payment details and return pohicy
Description

item Specifics - Item Condition
Condition: New

The lot: One 0-day Microsoft Excel Vulnerability
Up for sale 15 one (1) brand new wulnerability m the Microsoft Excel application. The wulnerability was discovered on December 6th 2005, all the detals were submutted to Microsoft, and the reply was
recewved indicating that they may start working on it. It can be assumed that no patch addressing this vulnerabibity wall be avadable within the nest few months. So, smee I was unable to find any use for this
by-product of Microsoft developers, it is now avalable for you at the low starting pnce of $0.01 (a far value estimation for any Microsoft product)

A percentage of this sale will be contributed to various open-source projects.

Vulnerability Description (read carefully. this is what you bid on).

Microsoft Excel does not perform sufficient data validation when parsing document files. As a result, it is possible to pass a large counter value to msvert.memmove() function whick



Dangerous Spyware

Many viruses were found on your computer such as : Trojan horse,
PassCapture, etc.
Your personal information can fall into in the "third hands”.

Please check up the computer with a special software.
Thank




DoS utoky a vypalné

Hodina Utoku:
10 az 20 USD.

Den utoku:
100 USD.

(Bézné deset minut
zdarma - , demo“.)




Kotva lodi odstrihla vychodni Afriku od internetu

Casti vichodni Afriky se ocitly bez vysokorychlostniho internetového piipojeni. Stalo se to poté, co u

Mombasy o vikendu kotva lodi zachytila podmotské optické kabely pfivadéjici do oblasti signal.

pondéli 27. inora 2012, 16:54 - Mombasa

Podle stanice BBC nejmenovana lod kotvila na
nepovoleném misté.

Oprava muze trvat az dva tydny, oznamila spoleénost The
East African Marine Systems (Teams), ktera v oblasti
kabely vlastni spole¢né s kenskou vladou a konsorciem
telekomunikaénich firem.

Poskytovatelé internetovich sluzeb a mobilni operatori sva
zafizeni pfesmérovavaji na pripojeni, které poskozeno
nebylo. V oblasti jsou tfi podmorské kabely, které zajistuji
vysokorvchlostni pfipojeni.

Pripravte se
na zimu

Kvalitni outdoorove
a sportovni obleceni

~ Komercni sdéleni

Nedekejte na zimu._ LyZarska dovolend jiz v
prodejil Nyni sleva az 15 %.

Cestovni pojisténi JiZ od 17 K& na den

Siednejte online do 5 minut!

Pfevgdtg si ngvﬂfhodnou pljcku k nam a 5 2
ziskate i dal3i whody e

Povinné ru€eni od Allianz nyni s pravnikem
na telefonu zdarma



Dichodkyné sla "na drevo", pilkou odrizla dva staty
od internetu

Pétasedmdesatileta duchodkyné prefizla rucni pilkou opticky kabel. Od internetu tak odpojila
celou Arménii, 8ast Gruzie a malou &ast Azerbajdzanu. "Sla jsem jen na dievo, nevim, co je
internet," branila se policii. Ve skute¢nosti vdak sla hledat kovy do shérny.

Reklama

Hajastan Sakarianova pfefizla hiavni internetovou tepnu do Arménie. | foto: Profimedia.cz

Incident ukazal kiehkost internetove infrastruktury v nékterych castech svéta.
Stacilo prefiznout jediny opticky kabel a bez konektivity byli tfi hlavni
poskytovatelé internetu v Arménii: ArmenTel, FiberNet Communication a GNC-
Alfa. VVypadek zasahl 90 % arménskych uZivatell internetu a trval podle riznych
zdroju pét az dvanact hodin.




Hackeri o vikendu vyradili Aukro z
provozu

Obchodni portal Aukro byl v nedéli Sest hodin nedostupny kvili utoku hackert na
datové centrum v Polsku. Pro uzivatele, ktefi kvili vypadku nemohli obchodovat,
chysta server kompenzace. Firma o tom informovala v tiskové zprave.

= xedix (2)
- ) aUkr o fegEirace procat Moe aukic Teedat SiZhy shrum NapovEas

Najit polozku

Halo, tady Aukro g 5 N
l‘h‘n,’é}’I‘-ll{a.-frg(,k«x linka ' SBTI5577 m

Paokgodld

.3
Acko-meto

Dé

D6, Zateada 3 Hotdy

Elekire. PC 3 Mobly

Hodta, Krily & Zébses

e s \ase stafice na nebi , s
Solratetst 2 Umdni ; mobilnich telefon(] | ge—%-m
£

(& Zvétsit obrazek | e

Zeexd a Krdsa

pondéli 18. inora 2013, 14:22 & |nternetové stranky Aukro
FOTO: Novinky

Na polské datacentrum Aukra byl podle prohlageni

forma titoku nema zadny vliv na zabezpeceni dat nasich
uzivateld, ta zlistala stoprocentné chranéna stejné jako za
bézného provozu," uvedla mluvéi Aukra Michaela
Papezova.

Pracovnikim polské centraly se ve spolupraci se
specializovanou spole¢nosti béhem nékolika hodin podafilo
titok hackeri odvratit. Ceské Aukro aktualné pracuje na
systemu kompenzaci pro uzivatele.



Automatizované utoky




Socialni inzenyrstvi

Metoda, ktera umoznuje
zliskavat informace, pristup,
hesla apod. cestou nejmensiho

odporu — namisto pracného
zkouseni/hledani si o né
proste reknete.
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Boltsabftimmuna und Grokdeuticher Neichdtag

: Stimmgaettel
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Kardinalni kousek Siemensu..




Muz s pytlem brambor se vetiel do domu pro
seniory, Zzené ukradl tisice

3. dubna 2013 12:28

Policie na Chomutovsku hleda faleSneho prodavace zeleniny. S pytlem brambor pies
rameno se vetfel do domu s petovatelskou sluzbou, kde okradl jednu ze seniorek. Policisté
ziskali jeho zabéry z bezpeclnostni kamery.

=
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MuZ se pod zaminkou prodeje brambor vetfel do domu s peCovateiskou sluzbou v Chomutové, kde jedné z
obyvateiek ukrad| 21 tisic korun. | foto: Policie CR

Muz priSel minuly Ctvrtek mezi desatou a jedenactou hodinou do chomutovského
domu s pecovatelskou sluzbou Merkur.



Muz se vloudil do bytu seniorky jako lékar, pri koupeli ji
okradl

Zatim neznamy muz se v Roudnici nad Labem na Litoméricku vydaval za lékare a seniorku, které se
predstavil jako lékar a premluvil ji ke zdravotni prohlidce u ni doma, okradl o tisice korun. V utery o
tom informovala litoméricka policejni mluvéi Pavla Kofrova.

.

 POMAHAT A CHRiwn -

W #Volim pravici
25.-26. fijna

utery 22.fijna 2013, 17:41 & |lustragni foto

FOTO, Ondrej Kofinek, Novi

Pachatel v Roudnici oslovil pétaosmdesatiletou Zenu na

ulici, vnutil se k ni domi pod zaminkou zdravotniho LY wKomrerent sdator
vysetfeni. "Pozadoval po ni, aby se pfed prohlidkou :
g T PO o P - .p i " \ UPC internet s rvchlosti 40 Mb/s jen za 300 Q«‘@W
vyvkoupala. Vyuzil situace a pfivlastnil si v byté nalezeneé K& mésiéné. Casové omezend akce L'}
Daldi éldnekzregionu upc

stiibrné mince. Kdyz piisla z k Iny, stihl ji jesté z kapsy
ribrné minc vz piisla z koupelny, stihl ji jesté z kapsy s

Skoda Octavia od 1 074.- K& Srovndvad A

zupanu odeizit v nestfezeném okamziku sperky a poté z =2EL 2
povinneho ruceni.

bytu zmizel," uvedla Kofrova. Zena p#igla o vice nez 5000 Pohadkové prohlidky
zakon&i navstévnickou

Protopan® - iinv pristup k pédi o e

korun.



Toto video mi nefunguje..

@ |55~ | & Queens ManIs Arrested in ... | €& Free Movie

¥ This website wants to run the following add-on: 'Windows Media Player Extension’ from 'Microsoft Cerporation'. If you trust the website and the add-on

g Message Box Object Error

Video ActiveX Object Error:
Your browser cannot display this video file,

You need to download new version of Video
ActiveX Object to play this video file.
To download and install ActiveX Object dick Continue.
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Tak primitivni..
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48 procent organizaci obéti.
Problém: 52 procent novi zaméstnanci,
44 procent kontraktori. (Maji

pfistupovad prava i pravomoci, ale ne

kus ti.
zkusenosti.) [CheckPoint]



Phishing

,Lov" informaci - podmnozina socialniho
inzenyrstvi. Phishing je ziskavani
citlivych informaci v kybernetickém

prostoru neetickym zpusobem.
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¥ Mate problémy s pfihlaSenim?
¥ PouZiti Cipove karty
¥} Bezpetfnostni zasady klienta

» Pfihl3Seni do spravee certifikatu

» Stranky Ceské spofitelny

» Informace o sluZbé& SERVIS 24

» Demo verze sluzby SERVIS 24 Internetbanking

V pfihlagovacim dialogu vyplfite, prosim, své
klientské Cislo sluzby SERVIS 24 3 heslo
internetoveho bankowvnictvi (pfipadné aktudlni
heslo pro sluzbu Telebanking). Po Fadném
zadani piihlasovacich udajd kliknéte na
tlaéitko Odeslat pro vstup do aplikace
internetoveho bankowvnictvi. K prenimu
pfihlaseni potfebujete znat take bezpefnostni
kdd. Bez tohoto &isla by Vase prvni pfihlaSeni
nebylo Uspésne.

Bezpecnostni upozornéni

Radi bychom Vas upozornili na rizika spojena s
pouZivanim nezabezpeteného poditate k
piistupu do aplikace SERVIS 24
Internetbanking. Vénujte prosim pozornost
nasledujicim radam.

« PouZivejte legalni 3 aktualizovany operaéni
systém, aktualni antivirovy program,
antispyware a personalni firewall.

« Vénujte zabezpeieni Internetbankingu
alespof takovou pozornost, jako vénujete
zabezpefeni svého bydleni, auta a jiného
majetku.

+ Neotvirejte e-mailové zpravy od odesilateld,
které neznate nebo zpravy s podezielym
nazvem & obsahem.

+ Nesdélujte osobni udaje, hesla & kddy PIN
formou e-mailu. Ceska spofitelna od klientd
nebude nikdy Odaje touto formou poZadovat!
Mikdy nezasilame nevyZidaneé e-maily s odkazy
na internetove adresy.
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HESLEM KLIENTSKYM CERTIFIKATEM KALKULATOREM

Klientske i

Heslao

Bezpecnostni kod

¥ Mate problémy s prihlasenim?

#2 Poufiti Sipové karty

¥) BEerpednostni zasady klienta

» Prihlaseni do spravee cenifikaty (<)

» Stranky Ceské spofitelny
» Informace o sluzhé SERVIS 24
» Demoverze slufby SERVIS 24 Internetbanking (=)

W oprihlasovacim dialogu wyplite, prosim,
sve klientské Cislo sluzby SERVIS 24 a
heslo internetového bankownictvi (pripadné
aktualni heslo pro sluzbu Telebanking). Po
fadném zadani prihlasovacich idaji
kliknéte na tlacitko Odeslat pro vstup do
aplikace internetového bankovnictvi. K
prenimu prihlaseni potfebujete znat take
bezped nostni kid. Bez tohoto kadu by Vase
prvni prihlageni nebylo Gspésné.

Bezpecnostni upozornéni

Radi bychom Was upozarnili na rizika
spojena s pouZivanim nezabezpeceného
pocitace k pristupy do aplikace SERVIS 24
Internetbanking. W&nujte prosim pozornost
nasledujicim radam.

® Pouzivejte legalni a aktualizovany
operacni systém, aktualni antivirowy
program, antispyware a personalni
firewall.

® Vénujte zabezpeceni
Internetbankingu alespon takovou
pozormost, jako venujete
zabezpefeni svého bydleni, auta a
jiného majetku.

& Neotvirejte e-mailové zpravy od
adresatil, které neznate nebo
zpravy s podezielym nazvem
obsahem.

® Mesdélujte osobni odaje, hesla i
kady PIN formou e-mailu. Ceska
spofitelna od klientd nebude nikdy
udaje touto formou pogadovat! Mikdy
nezasilame nevyzadane e-maily s
odkazy na internetové adresy.



BezpenH OpatwenH ode Cesk6 Sporitelna Internet BankovnH
Cesk? Sporitelna [bmkybr@yahoo .com]

This message was sent with High importance.

To: undisclosed-recipients:

CESKAS
SPORITELNA

Yohena Ceskb Sporitelna vybwtovat drhitel,

Yzhledem k nmkolik selhalo pwihlasit pokusy aby vy online vybktovat, tvoj Ceskd
Sporitelna vybwtovat vlastnosti mut bat zakbzana za od ten was od tomu oznbmenH. Ma
dalreH vybktovat znalosti, aby restaurovat voe vybwtovat vlastnosti | vytvowet nmjaka
online platba, musHte kontakt nos u http://www.csas.cz.

Tomu poselstyH je na znalosti vrely jenom,

Potmrelt chbpat ta my neumd reagovat aby jednotliva zprovy skrze tomu emailova oslavit,
Ono nenH zajistit | mml by ne bavat zvykla na kreditnH karta souvisejHcH otbzky.

Aby rekonstruovat vome Ceskd Sporitelna Online BankovnH vlastnosti, potmmit vyplavat ty
schody:

1. Kontaktujte nbs ve
http://www.csas.cz/banka/appmanager/portal/pagelLabel=Login
2. Pwihlgsit na do tvou online bankowvnH konto | prometwit tvou Yywrtovat Ylastnosti

Po thi co vy pwedlohena tvojl poselstvH, ovmwit na za reakce uvnitw 24 hodiny,

@ Ceskb sparitelna a5 Yreechna préva vwhrazena, Materibly urcend pro verejnost



CESKAS
SPORITELNA

DrahouSek Zakaznik,

Tato is tvuj funkcionar oznameni dle Ceska Sporiteina aby clen urcity sluzba dat pozor pod vule byt deactivated a odstranit kdyby nedoSlo k obnovit se bezprostredni.
Predesly oznameni mit been poslany aZ k clen urcity Zaloba Dotyk pridelil a2 k tato Ucet.

Ackoliv clen urcity Bezprostredni Dotyk | tebe musit obnovit se clen urcity sluzba dat pozor pod ci ono vule byt deactivated a odstranit.

Obnovit se Ted tvuj SERVIS 24 Internetbanking.

SERVIZ: SERVIS 24 Internetbanking

SKONANI: Leden, 27 2008

Byt zavazan tebe do using SERVIS 24 Internetbanking. My ocenit tvuj obchod a clen urcity prileZitost az k slouZit tebe.

Ceska Sporitelna Sluzba ucastnikum

EXXRXXXXXRXRRRRZXARARRRRAXXRIRARL

DULEZITY Sluzba Gcastnikum HLASENI

ARXRXRARRXRRRARRRRX R RRRRRRARARR

Byt prijemny cinit ne namitat aZ k tato poselstvi. Do jakykoliv badat , dotyk SluZzba tcastnikum
® Ceska Sporitelna.

VSechna prava vyhrazena.



VERIFIED CESKAS
by VISA SPORITELNA

Varovani pred novou verzi podvodnych e-mailu

YaZeni klient,

radi bychom “as upozarmili na novou verzi podvadného e-mailu (tzv. phishingu). Mova verze e-mailu ma jako ty
predeslé vzbudit dojem, Ze byla odeslana z e-mailave adresy Ceske sporitelny, tentokrat wsak z oficialni
e-mailove adresy banky csasi@csas.cz. Obsahuje odkaz v tele na Gdajné webaové stranky internetového
bankaovnictvi banky a ufivatel je wyzvan k prihlageni, tedy zadani osobnich bankaownich adaju.

Frosim, verifikujte tuto emailovou adresu kliknutim na spojeni niZe:

https: ey servis2d czfebanking-s24fappdreqister pl?code=2E1E-EBBR-EATMN-D1EC &step=vd emall actions

“erifikovaci spojeni je platne do 24 hodin.



CSOB
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Viteny kliente,
obeaci se na Vis sludba zpracovini plated CSOB.

Vaie Zidost o provedeni platby byla pfijata, ale bohutel nemi CSOB v soudasné dobé moZnost ji zpracovat
N\'od uspri\mé udqc v pludnn pﬂ:un

Do té doby, net budou ddaje opraveny, se budou finandni prostiedky nachizet ve «zmrazenéms stavu
Po opraveni udaji v platebain péikazs budou finanéni prostiedky odesliny do 10 minut

S dctou
Slutba zpracovini plated CSOB
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Co nejotevienéjsi vuci uzivatelum.

Aplikace vytvari kdekdo.
Spojovani ruznych koédu.
Neexistence norem a standarda.
Fenomén (absolutni) otevienosti.

Neustalé zmény pravidel.



Nové moznosti, nova rizika
Novfiky..:

Hlavni stranka » Kokteil

Skupinka teenagert zptisobila na vecirku
skodu za 850 tisic korun

Banda ¢étyt teenagerti zpuisobila na veéirku Skodu neuvétitelnych 45 000 dolart, tedy
asi 850 tisic korun. Skody na domé, kde se party odehravala, jsou obrovské. Podle
massachusettské policie byla po celém domé krev, mo¢ a rozhazené jidlo.

Prehrat video

- — -

Véera13:37 - East Bridgewater A Silend party, mladi

o kompletné znicili cizi dum
Cty¥i mladi lidé ve véku okolo 18 let byli zatéeni za podileni G WA S5

se na destrukéni éinnost na veéirku, ktery se konal minuly

meésic. Americky par odjel v tinoru na néjakou dobu do

PafizZe a nechal svého 18letého syna u sousedi, ktefi dostali

kli¢ od domu a méli na néj dohlédnout.



Programatorské chyby

A fatal exception BE has occurred at 8828:CBB11E36 in UXD UMM(B81)
BBB1BE36. The current application will be terminated.

* Press any key to terminate the current application.
% Press CTRL+ALT+DEL again to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue _




Unikly soukromé fotky Zuckerberga, kvuli chybé
Facebooku

7. prosince 2011 16:18

Soukromé zabéry zakladatele Facebooku Marka Zuckerberga a jeho pfitelkyné se objevily
na internetu. PfestoZe je mél zabezpecené, kvili chybé v systému se dostaly na vefejnost.
Zavada nastaveni ochrany osobnich tdajd je uz pry odstranéna.

MWaitlOnline

Home BICVEH U.S. Sport TV&Showbiz Femail Health Science Money RightiMi

News Home | Arts | Headlines | Pictures | Mostread | News Board

Zuckerberg's private Facebook photos revealed: Security 'glitch’ allows
web expert to access billionaire's personal pictures

Mark Zuckerberg, Priscilla Chanova a jejich pratelé | foto: Daily Mail



Facebook omylem prohlasil mnozstvi uzivatelu
za mrtve, vcetne Zuckerberga

Velké mnozstvi uZivatell socidlni sité Facebook bylo v patek kvtli neobvyklé programové
chybé na svych profilech oznaéeno za mrtve. Stalo se tak i séfovi Marku Zuckerbergovi.
Chyba byla po chvili opravena a vedeni Facebooku se za ni omluvilo.

Reklama

Mark Zuckerberg, zakladatel socialni sité Facebock | foto: Reuters

O chybé informoval zpravodajsky server BBC News.

Doufame, Ze lidé, ktefi milovali Marka, najdou Gtéchu ve vécech, jeZ sdileji
ostatni, aby si pfipomnéli a oslavili jeho Zivot,” objevilo se na banneru na




Zmény licenc¢nich podminek

License Agreement

Please read the following important information before continuing.

This Free version from Deepcom.com is supported by webHancer, BlazeFind, and
Entemet Media. Please read the following License Agreement. You must accept the
terms of this agreement before continuing with the installation.

store information of your iIntemet usage habis, 1.e. ncluding but not imited to, :I
information about every web page you view with the full Unform Resource
Locators, and the content of the web page. You understand and accept that
Uniform Resource Locators and the content of web pages you view may contain
your personally identifiable information. You grant EM consent to collect and store
information on which EM Toolbar buttons you click on, your response to
advertising, the search terms you entered on the EM Toolbar™ andsor all other
information relates to your intemet usage habit. EM may at times ask you for your
personally identfiable information, such as name, address, email address, zip code,
and telephone number. You hereby grant EM authorization to distibute your non- ll

—

{+ | accept the agreement
i~ | do not accept the agreement

<Back | MNed> |  Cancsl




Zdarma vs. zdarma

User info | * denotes required fields

* E-mail address:

* Password: (6 characters min.)

* Confirm password:

* User name:

* First name:

* Last name:

* Company:

* Country: Please select E]
* Address 1:

Address 2:

* City:

* State: Not appﬁcable E

ZIP/Postal Code: (U.S. and Canadian residents)

* Phone Number:

* Primary Role: Please select [E]
* Company size: Please select E
* Industry: Please select E]

I'd also like to receive the following:



Znaml - opatrnost se snizuje..




,Vynaseni“ informaci

Vysledky némeckych voleb drive, nez
spoc¢itany hlasy.

Americka armada socialni sitée zakazala.



Socialni roboti




"Zahady", kam se podivas. Zemanovci ulovili za vikend
5.000 "lajku™

ECIUFNE T EDRl 23, zall 2013, 20:35 — Autor: Lukas Henzl, EuroZpravy.cz

Praha - Strana prav ob¢anu - Zemanovci zaznamenala nebyvaly uspéch. Béhem
vikendu strana zvysila pocet svych pfiznivcl na socialni siti o 5 tisic. Na podezrele
velky narust fanousku upozornil iDnes.cz.

ElTosemiibi| | 0| Eposiat, R +1 0| W Tweet (0] Share | (=) Diskuse: 0

[lustracni foto
FOGTO: Lukas Henzl, EuroZpravy.cz



Propojovanl ,nepropojitelného™

tmportant message from Facebook

1) Privacy Announcement

We're making some changes 8¢ give yoo more tontrel of your
information and beip you Sy comnmedtad, We've vimpliSed the r
Privacy page and adoed The abeiity 10 §et DOVACY 00 evernihing l * Svaryecs

You thare. from status updates to phatos 1ouE  Frieads of Frieoh

Oty frend)

AL tha Sirse Tirme, we'te Belpeg evetyone Snd aadl Connect wih wrtl  Covtomize

cach other by keeping sOome Hormation—~hke your name ang
profie pictuce —publicly available

The sext step will guidie you hrough ChOCIING yOur prnacy
SENngs. YOu Can e mere about how Drivacy warks here,

s oo




Please, rob me

Check out our - on the CDT website.
Next step More Info
o Home
e We are satisfied with the attention we've gotten for an issue that we deeply care Wi
= !

~ about If you're interested. you might like to read these articles:

= On Locational Privacy. and How to Avoid Losing it Forever Made Possible By

= Qver-sharing and Location Awareness
Forthehack
Currently we're looking through the emails we've received regarding the future of the Foursquare
website. As soon as we've thought of a suitable way to continue, you'll find it right Twitter
here. JWitter
@boyvanamstel
We're not showing the Twitter messages anymore, as they no longer add anything. If @forthehack

you don't want your information to show up everywhere, don't over-share -) @trankgroeneveld



Location privacy




Kde jsou delikventi?

AOPTUS 7 8:12 PM

offender List  Nearby Offenders

1m ~
10410 Noan—E\Mo

.

L OPTUS = 8:11 PM

Back Enter Address

siroo! (IR
oy [

I
S TX 77077

FIND ADDRESS

; Validated address :
S Dairy Ashford Rd, Houston, TX 77077,
USA

Press “Search for Offenders” to list
offenders near this location
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Details of Offender

High Resistance Fault Locator 3 i ;
Free Technical Search Engine Search & Q
Thousands of Catalogs Today &

Ads by Google

University of Houston-Clear Lake

Name
Alias Names

ID Marks
Hair
Gender
Height
DOB
Weight
Race
Eyes
Offences
Address

TERRY M LA-CLAIR

TERRY LA-CLAIR ; TERRY MICHAEL
LA-CLAIR ; TERRY MICHAEL
LACLAIR ; TERRY LECLAIR ; TERRY
MICHAEL LECLAIR

Brown

MALE

507

03/09/1955

200

WHITE

BROWN

Texas: 11990001 SEXUAL ASSAULT

1900 BAY AREA BLVD #E132
HOUSTON

HARRIS

TX 77058

15 Wkwas)

%
8 Center givd

7
& Sy

S
Gy
4 Yy

A

1 Y, 2



Facebook founder Mark
Zuckerberg 'hacked into emails
of rivals and journalists’

By MAIL FOREIGN SERVICE
Last updated at 2:09 AM on 06th March 2010

) Comments (5)| ] Add to My Stories

Facebook founder Mark Zuckerberg has
been accused of hacking into the email
accounts of rivals and journalists.

The CEO of the world's most successful
social networking website was accused
of at least two breaches of privacyin a
series of articles run by
Businessinsider.com.

As part of a two-year investigation
detailing the founding of Facebook, the
magazine uncovered what it claimed was
evidence of the hackings in 2004.




2005

Friends

g Availability of your personal data
on Facebook (defauit settings)

Number of People
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Q
& 1 1K 18
< F # 4
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Friends

JapuRD

10K
70 !

11B

2006

~ay

12M

Availability of your personal data
on Facebook (defauit settings)
Number of People



2007

Friends

Name

g_— Availability of your personal data
on Facebook (default settings)

Number of People
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100 50M



2009 (Nov)

ikes

Friends

- Availability of your personal data
on Facebook (default settings)

i B.5K 1.88
" : — Number of People
350M
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Friends
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O 130 350M



W;]” pPosts

2010 (Apr)
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Friends

Availability of your personal data

4 on Facebook (default settings)

i Number of People

B.5K
400M




Jaké informace jsou zneuzitelné?

,Tata hodne
chlasta,
protoze jeho
séf je debil."

,Sit" vi o nasem chovani, zvycich,
zalibach.. ,Obsah" je pritom jen

polovina!



How Target Figured Out A Teen
Girl Was Pregnant Before Her
Father Did

+ Comment Now  + Follow Comments

Every time you go shopping,
you share intimate details
about your consumption
patterns with retailers. And
many of those retailers are
studying those details to figure
out what you like, what you
need, and which coupons are
most likely to make you happy. TA RG ET
Target, for example, has
figured out how to data-mine
its way into your womb, to
figure out whether you have a baby on the way long
before you need to start buying diapers.

transferm

Target has got you in its aim

Charles Duhigg outlines in the New York Times how Target tries to hook
parents-to-be at that crucial moment before they turn into rampant — and
loyal — buyers of all things pastel, plastic, and miniature. He talked to Target
statistician Andrew Pole — before Target freaked out and cut off all
communications — about the clues to a customer’s impending bundle of joy.
Target assigns every customer a Guest ID number, tied to their credit card,
name, or email address that becomes a bucket that stores a history of
everything they've bought and any demographic information Target has
collected from them or bought from other sources. Using that, Pole looked at




Girl costs father $80,000 with 'SUCK IT'
Facebook post

By Matthew Stucker, ChIN

March 3, 2014 — Updated 1255 GMT (2055 HKT)

Probably not the best idea: "Mama and Papa Snay won the case against Gulliver Gulliver is now officially paying for my vacation

to Europe this summer. SUCK IT"

STORY HIGHLIGHTS

« Patrick Snay filed an age
complaint when his work
contract wasn't renewed

* He and his employer came to an
agreement in which Snay would
get an 380,000 settlement

* His daughter posted about the
deal, which was meant to be
confidential, on Facebook

(CNN) — The former head of a private preparatory school in Miami.
Florida is out an $80.000 discrimination settlement after his
daughter boasted about it on Facebook.

Patrick Snay. 69 — the former head of Guillver Preparatory School —
filed an age discrimination complaint when his 2010-11 contract
wasn't renewed.

In November 2011, the school and Snay came to an agreement in
which Snhay would be paid $10.000 in back pay. and an $80,000
settlement. Gulliver Schools also agreed to cut Snay's atiorneys a
check for $60.000.

i
=
W)
£
T
i
5




Osobni ﬁdaje — nékdo ma Ev’stug

Dva pracovnici Facebooku vyhozeni za to,
Zze neopravnéné pristupovali k osobnim
udajum.



Néco, co na internet

sitich nel



Pamatujte si!

Co internet jednou schvati, to uz nenavrati!



Cisténi identit™

Spe01allzovane agentu:y, které

za drahy penize odstranuji
z internetu stopy ,mladické

nerozvaznosti".



Facial Recognition




unknown face
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PAMATUJTE SI!



Uvazujte jako utocéni




Neexistuje ,bezpecny
internet®




Nové nenli bezpecné!




bezpecné!
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Predchazejte problémum!

foto: Shutterstock

Intimni fotky v mobilu si uklada
malokdo, Cesi si davaji pozor

26. Gnora 2013 11:3

u

BARCELONA - Intimni fotografie, videa ¢i SMS vam mohou v
nepovolanych rukou pékné zavafit. | proto jsou Cesi v nakladani
s choulostivym obsahem ve svych mobilnich telefonech
obezfetnéjsi nez v zemich zapadni Evropy a USA. Dal$i mozna
rizika chytrych telefoni si ale lidé ¢asto neuvédomuiji.

Témér pét procent Cechl si ve svém chytrém mobilnim telefonu nebo
tabletu uchovava intimni fofografie nebo videa. K fotografovani mobilni
telefon pouZiva polovina uZivatel( a videa pofizuje tfetina. Vyplyvato z
prizkumu antivirové firmy AVG. kiery prezentovala na veletrhu Mobile
World Congress.



Jsou to jen stroje




Co internet jednou schvati,
to uz nenavrati!
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také bezpecnost
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Dostupnost




Nepodcenujte detaily

" JOLY GTILL,LARRY.TG TAKING ANOTHER AICTURE.."




Muj poc¢itac¢, muj hrad




Technika neni wvsechno!




Méné je nékdy vice




Vzdéelavejte se!

*




Pripravte se
na nepripravitelné




UZ NASE BABICKY..



Mluviti stribro,
mlceti zlato




Jak si kdo ustele,

tak si lehne




Prace kvapna, malo platna




ouho se chodi se
anem, pro, vodu...
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Co jsi z ust vypustil,
ani parem konli nedostanes zpét




Dvakrat mér, jednou rez




Neni vsechno zlato, co se trpyti

v e 2\ Your Bank. e

Password?
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Co se v mladi naucis,

ve staru jako kdyz najde es




Dekuji

za pozornost!

Ing. Tomas Pribyl

tomas.pribyl@seznam.cz

www . kosmonaut.cz




